OFFICERSFORBUNDET

Verksamhetsberattelse 2022

Jamlikt foreskrifter i forbundets stadgar § 16 mom. 6 far styrelsen f6r Officersférbundet hirmed avge berittelse Gver
forbundets verksamhet under tiden 2022-01-01--2022-12-31



Inledning

— ett omvilvande ar med fackliga framgéngar

Ett omvilvande 4r dr nu till anda. Rysslands invasion av Ukraina skakade om oss alla. Ur
den kom - helt naturligt, men dnda 6verraskande - den svenska Nato-ansékan. Den redan
tidigare beslutade (och vilbehovliga) upprustningen av Forsvarsmakten blev 6ver en natt
annu viktigare. I den frimsta linjen — saval vad giller skarpa operationer i vart naromrade,
utbildningar av det utékade antalet virnpliktiga som uppbyggnaden av de nya férbanden —
har Officersférbundets medlemmar (som vanligt) statt. Det dr vi som bygger den svenska
forsvarsformagan. Over det ska vi kiinna stolthet. Vi ska ocksa kinna stolthet 6ver de
medlemmar som under dret genomfort internationella insatser. Det ér litt att glomma bort
dem, nu nir fokus vridits tillbaka pa det som hinder hir hemma.

Det 6kade tempot har fatt direkta konsekvenser fér vara medlemmar och det har vi pa
olika sitt forsokt belysa under aret. Till exempel visade den undersékning som vi gjorde
tillsammans med officersfacken i Danmark, Finland och Norge att den svenska militira
personalen mar saimst i Norden. Bland annat sa tycker manga medlemmar att det svirt att
hitta balansen mellan arbete och fritid.

Vi har ocksa under hela aret fortsatt striden f6r de medlemmar som inte frivilligt velat byta
personalkategori fran officer till specialistofficer. Det dr en tuff kamp som ér svar att vinna,
men vi har dnnu inte gett upp.

I fragan om flygvapenpiloternas 16ne- och pensionsvillkor blev det i alla fall en halv seger:
pensionsaldern aterstélldes f6r de som antagits med de gamla villkoren och som sedan fatt
den dndrad. Lonekampen aterstar.

Arets Rals, diremot, maste betraktas som en seger. Inte minst for pa vilket sitt processen
genomfordes dir officersféreningarna och arbetsgivaren lokalt identifierade vilka behov
som fanns. Men ocksa att Forsvarsmakten skot till betydande belopp 6ver mirket och
dirmed tydligt markerade att man forstatt att den militira personalens 16ner maste hojas.
Aven om vi visat att behoven ir dnnu stérre r det hir inda en bra borjan.

Pa samma tema, avslutades 2022 med att Officersférbundet, 6vriga fackférbund och
arbetsgivaren kom Gverens om att hoja ett stort antal tilligg, exempelvis for
Forsvarsmaktsdygn och OB-ersittning. Det ligger helt i linje med var vira medlemmar gett
uttryck for i var medlemsundersékning — 16ner och villkor ir, enligt de som svarat, de
viktigaste fragorna som vi ska driva. Men de dir framgangarna kom inte av sig sjalv, bakom
ligger hart fackligt arbete.

Det fackliga arbetet bérjar hos dig som enskild medlem och gér sedan via lokalféreningarna
till forbundsstyrelsen. Det dr vi samlat som kan gora skillnad och det har vi visat under éret
som gatt. Tack for alla fina insatser!

Lars Fresker

Forbundsordforande
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Organisationsfragor och allman forbundets
verksamhet, resultat 2022

Forbundsstyrelsen

Forbundsstyrelsen

Forbundsordférande: Lars Fresker, Norrbottens regemente (I 19)

Forste vice férbundsordférande: Mikael Vinde, Sjéstridsskolan (SSS) — t o m 2022-07-31
Forste vice férbundsordférande: Hans Bergvall (F17) — fr o m 2022-08-01

Andre vice férbundsordférande: Hans Bergvall (F17) — t o m 2022-07-31

Andre vice férbundsordférande: Mats Thuresson (3. Sjostridsflj) — fr o m 2022-08-01

Ledamoter

Tobias Danielsson, Sjéstridsskolan (SSS) — fr o m 2022-08-01

Ulf Hassgard, Hogkvarteret (HKV)

Klas Hellstrém, Marinstaben (MS) — fr o m 2022-06-01

David Lindblom, Skaraborgs regemente (P4) — t o m 2022-08-31

Hakan Jansson, Norrbottens regemente (I 19)

Magnus Johansson, Ledningsregementet (LedSS)

Karl-Johan Larsson, Ledningsregementet (LedR) — fr o m 2022-04-01
Hans Lundgren, Helikopterflottiljen (Hkpflj/3.hkpskv)

Kristina Lundstrom, Dalregementet (I 13)

Marie Meigard, Militirhogskolan Halmstad (MHS H)

Stefan Morin, Livgardet (LG)

Jan Moéller, Skaraborgs flygflottilj (F7)

Joakim Pukk, Fjirde sjostridsflottiljen (4 sjostridsflj) — t o m 2022-05-31 och fr o m 2022-
09-01.

Jacob Romlin, Luftstridsskolan (L.SS) — t o m 2022-03-31

Mats Thuresson, Tredje sjostridsflottiljen (3.sjostridsfl)) — t o m 2022-07-31

Suppleanter

Martin Abramsson, Blekinge flygflottilj (F17)

Tobias Danielsson, Sjéstridsskolan (SSS) — t o m 2022-07-31

Klas Hellstrom, Amfibieregementet (Amf 1) — t o m 22-05-31
Karl-Johan Larsson, Ledningsregementet (LedR) — t o m 2022-03-31
David Lindblom, Skaraborgs regemente (P4) — fr o m 22-09-01
Joakim Pukk, Fjirde sjostridsflottiljen (4 sjostridsflj) — under perioden 2022-06-01—08-31
Jacob Romlin, Luftstridsskolan (LSS) — fr o m 22-04-01

Malin Scharffenberg Kahlke, Bodens artilleriregemente (A 8)

Nina Simon, Tredje sjostridsflottiljen (3.sj0stridsflj)

Mikael Vinde, Sjostridsskolan (SSS) — fr o m 22-08-01

Forbundsstyrelsens sammantraden och planeringsinternat
Forbundsstyrelsen har under aret genomfért 11 sammantriden. Métena har avhallits:
20 januari, 8-10 februari, 16 mars, 5-7 april, 18 maj, 7-9 juni, 22-26 augusti, 23 september,

17-19 oktober, 16 november, 6-8 december. Moétet i april, juni, augusti, oktober och
december genomférdes som fysiska méten, Gvriga moten genomfordes digitalt.



Vid ordinarie mote tas ett antal diskussionsfragor upp. Fragor som under aret varit féremal
for detta ir bland annat:

e Lo6n och villkor

e Trebefilssystemet

o  Okad synlighet vid skolorna

e Rundresan

e Utvirdering genomférandet av fackliga programmet

e Verksamhetsplan och budget 2022

e Civila pa militira befattningar, dokumentation av omdémen infor urval

Styrelsesammantridena har samordnats med arbete i sirskilda arbetsgrupper och projekt.
Suppleanterna har deltagit i de digitala sammantriden nar de haft méjlighet. En suppleant
har enligt schema deltagit vid sammantridena.

En representant fran valberedningen har foljt styrelsens arbete vid ordinarie sammantriden.

I samband med férbundsstyrelsens sammantriden genomfors ocksa styrelseméten med
OFR/O och OFR/O FM. Under 2022 har sex (6) respektive sju (7) sidana sammantriden
avhallits.

Forbundsstyrelsens ledaméter har utdver ovanstaende regelmassigt deltagit vid olika kurser,
konferenser, foreningsbesck med mera.

Forbundsmote

Nasta forbundsmote kommer att hallas i november 2023.

Fortjanstmedalj
Under 2022 har fortjanstmedalj delats ut 6vlt till Anders Oltorp (OF FHS).

Hedersmedalj
Under 2022 har ingen hedersmedalj delats ut.



Revisorer

Ordinarie ledamoter

Hampe Klein, OF Hégkvarteret
Per-Martin Sternevi, OF F 17

Suppleanter

Birger Hedman, Halmstadsskolornas OF
Lars Ehnbom, OF MarinB/SSS

Fredrik Sj6lander (auktoriserad revisor fran KPMG)

Ersattningskommitté

Ordférande
Johan Ohlén, OF Géteborg

Ordinarie ledamoter

Mats Haggstrom, OF Helikopter
Maria Omark, OF F 21

Suppleanter

Tomi Kovero, OF Bothnia
Lars Ekholm, OF MR S

Valberedning

Ordférande
Sven-Ake Séderbjork, OF MarinB/SSS

Ordinarie ledamoter

Ulrika Palm, OF T 2

Ola Arvidsson, OF Bothnia

Tim Bjérklund, Arna OF

Johan Falck, OF F 7

Bjorn Blomberg, OF Hogkvarteret
Karl-Johan Boberg, OF Amfibiekaren

Suppleanter

Patrick Ericzon, OF Enkoping
Johan Krusell, OF MarinB/SSS
Niclas Skéld, OF Skaraborgarna



Forbundets kansli

Pa Officerstérbundets kansli har under 2022 féljande personer varit anstillda:

Forbundsdirektor.

Ombudsman:

Kommunikationschef:

Kommunikator

Chefredaktor.

Administrativt ansvarig

Assistent/ medlemsservice:

Johan Hansson

Peter Lofvendahl, tillika forbundssekreterare
Greta Borg (t o m 31 augusti)
Gabriel Bris (fr o m 1 september)
Conny Jansson

Patrik Larsson

David Lidwall (fr o m 25 januari)
Olle Lofmark

Elina Meyer

Lars-Johan Nordlund

Susanne Nyberg

Martin Sachs

Jesper Tengroth t.o.m. 2022-12-22

Jennie Timgren
Cecilia Gustafsson

Josefine Owetz

Helena Elliott fr o m 2022-12-12
Marie Eriksson t.o.m. 2022-11-30

Carina Viklund
Maria Jensfelt

Kansliet bestar av en Férbundsdirektér med fyra team, vilka leds av resp teamledare;

e Tva team med ombudsmin fordelade pa team Forbandling & samwverkan och team

Radgivning & Utbildning,

e FEtt team med kommunikations- och tidningsredaktion inkl. en
kommunikationschef som teamledare

e [Ett team med administrativ personal inkl. en administrativ chef som teamledare.

Forbundskansliet ar beldget pa Sturegatan 15, Stockholm.

Officersforeningar och andra sammanslutningar

Under 2022 har en ny officersforening bildats (fran 35 till 36 lokalféreningar). Indelning
enligt bifogad organisationsplan, bilaga 1 samt fyra karsektioner enligt nedan.



Karsektioner

Inom Officerstérbundet finns foljande karsektioner (KérS) organiserade:

Fort tor fortifikationsofficerare

KOFOT tor FM yrkesofficerare i flygteknisk tjanst

FPI tor flygande personal

Studeranderad tor studerande vid grundliggande officersutbildning

Medlemsutveckling

Kategori 2022-12-31 2021-12-31 Forindring  Proc. férindring
Yrkesverksamma 13723 13 594 129 0,95%
Ovriga 5878 5860 18 0,31%
Totalt 19 601 19 454 147 0,76%

Hedersmedlemmar

Forbundet redovisade vid utgangen av ar 2022, 35 hedersmedlemmar.

Andersson Claes-Go6ran Gustafsson Elis Sandberg Ulf
Andersson Kent-Ivan Gustavsson Ingemar Sandhaag Olle
Byberg Hans-Ivar Hald Bjarne Sinclair Hans-Bertil
Carlsson Ingvar Hedberg Goéran Soderberg Arne
Christensen Bo Johnson Hans Tallbom Maths
Edstrom Leif Jéaderlind Ingvar Trennestam Gunnar
Edstrom Rune Jagare Rolf Tornquist Leif
Ekstrand Roland Kronkvist Rune Wahlberg Per
Engstrom Michael Liljestrom Hakan Waldemarsson Nils
Eriksson Johnny Lindberg Erik

Eriksson Lennart Malm Lars Olof

Eriksson Séren Molin Johan

Groneberg Michael Petersson Kennerth

Medlemsformaner

Avtalen med If om gruppforsakringar och sakforsikringar galler till och med 2023-12-31.
Avtalet med Folksam om Juristférsikring har inte férdndrats under aret.. Under aret har
6verenskommelse om medlemsférman med Fundler, vilka erbjuder en tjanst for placering
av pengar, avbrutits. Férmanen avvecklas 2022-12-31.



Officersforbundets representation i namnder med mera

Officersférbundet har under aret varit representerat i f6ljande nimnder, organisationer,
styrelser och samverkansorgan:

OB:s samverkansgrupp: forbundssekreterare Peter Lofvendahl, ledamot.

C LEDS samverkansgrupp: ombudsman Lars-Johan Nordlund, ledamot och
forbundssekreterare Peter Lofvendahl, ersittare.

C PROD samverkansgrupp: ombudsman Conny Jansson, ledamot och ombudsman
Lars-Johan Nordlund, ersittare.

C INS samverkansgrupp: férbundssekreterare Peter Lofvendahl ledamot (t. o.m. 220831)
och ombudsman Olle Lofmark ledamot (fr.o.m. 220901) , férbundssekreterare Peter
Lotvendahl ersittare (fr.o.m. 220901)

C Forsvarsgren (Armé-, Marin- och Flygvapenchefen) centrala samverkansgrupp:
ombudsman Conny Jansson, ledamot samverkansgrupp Arméstaben, férbundssekreterare
Peter Lofvendahl (t.o.m. 220831) Olle Léfmark (fr.o.m. 220901), ledamot
samverkansgrupp Marinstaben och ombudsman Lars-Johan Nordlund, ledamot
samverkansgrupp Flygstaben.

Personaldirektérens samverkansgrupp: ombudsman Lars-Johan Nordlund, Peter
Lofvendahl | ersittare.

Forsvarsmaktens personalansvarsniamnd: férbundsordférande Lars Fresker, ledamot
och 2:e vice férbundsordférande Hans Bergvall, ersittare.

Forsvarsmaktens centrala personalférsérjningsnamnd: styrelseledamoterna
Magnus Johansson, ledamot, Kristina Lundstrém och Klas Hellstrém, ersittare.

Forsvarets understddsnimnd: Johan Ohlén, ordférande, Peter Lofvendahl, Karl-Johan
Boberg, Lars Fresker, ledamoter, Hakan Jansson, Gabriel Bris, Kristina Lundstrom, Mikael
Vinde, suppleanter.

Fartygsmiljonimnden: Michael Lundstrom, ledamot fr om 2022-09-01, Mats Luckman,
ledamot fr o m 2022-09-01 och Jesper Malmsjo, ersittare fr o m 2022-09-01.

Aea stimma: Ombudsman Patrik Larsson, stimmoombud.

Forsikringskommitté: Styrelseledamoterna David Lindblom, Hans Lundgren och Mats
Thuresson. Ur kansliet Carina Viklund.

STOFF AB: férbundssekreterare Peter Lofvendahl (t.o.m. 220420) f6rbundsdirektor
Johan Hansson (fr.o.m. 220420), ledamot, adm.ansv. Marie Eriksson suppleant
(t.0o.m.2022-11-30)

Offentliganstilldas Forhandlingsrad (OFR) styrelse: férbundsordforande Lars
Fresker, ordférande.

Offentliganstilldas Forhandlingsrad (OFR) 6verstyrelse: forbundsdirektor Johan
Hansson ordinarie, férbundssekreterare Peter Lofvendahl ersittare.

OFR forhandlingschefsgrupp: férhandlingschef Susanne Hultgren.



OFR arbetsmiljogrupp: teamledare Martin Sachs
Partsradets representantskap: forhandlingschef Susanne Hultgren, ledamot.

Kapan Pensioner Forsdkringsférening: forbundsordférande Lars Fresker, vice
ordférande.

Kapan fullmiktige: Susanne Hultgren, suppleant.
Euromils styrelse: Johan Ohlén, ledamot.

OFR/O styrelse: Lars Fresker, ordférande och Mikael Vinde, vice ordférande.
Ledamoéter: Hans Bergvall, Ulf Hassgird, Klas Hellstrom, Hakan Jansson, Magnus
Johansson, David Lindblom, Hans Lundgren, Kristina Lundstrom, Marie Meigard, Stefan
Morin, Jan Moller, Jacob Romlin, Mats Thuresson.

OFR/O FM styrelse: Enligt ovan (= OFR/O styrelse)

Forsvarsmaktens urvalsmaéten for befordran till OF 5: 1:e vice f6rbundsordférande
Mikael Vinde, ledamot, forbundsordférande Lars Fresker och 2:e vice forbundsordforande
Hans Bergvall, ersittare.

Forsvarsmaktens centrala personalférsérjnings- och antagningsnimnd:
Styrelseledaméterna Magnus Johansson, ledamot, Kristina Lundstrom och Klas Hellstrém,
ersattare.

Arméns personalférsérjnings- och antagningsnimnd: Styrelseledamoterna Magnus
Johansson, ledamot och Kiristina Lundstrom, ersittare.

Marinens personalférsérjnings- och antagningsnimnd: Styrelseledaméterna Klas
Hellstrém, ledamot och Mikael Vinde, ersittare. Fran 22-07-01 Magnus Johansson,
ledamot och Kristina Lundstrom, ersittare

Flygvapnets personalférsorjnings- och antagningsnimnd: Styrelseledaméterna Jacob
Romlin, ledamot och Hans Bergvall, ersittare. Fran 22-07-01 Klas Hellstrém, ledamot och
Kristina Lundstrom, ersittare

Moten och konferenser

Folk och Forsvar

Folk och Foérsvars rikskonferens genomfordes i form av livesiand digital teveproduktion 9-
11 januari. Fokus lag pa omvarldsliaget och vidare pa temat Hallbara vigval i en foranderlig
sdikerbetsordning.

10



Nordisk Officersallians, Euromil och o6vrigt internationellt samarbete
NOA

Ordforandena fran respektive forbund genomférde digitalt méte under varen med fokus
pa motet 1 Képenhamn hésten 2022.

Under viren sa genomférdes gemensam medlemsundersokning med stéd fran FHS genom
Johan Osterberg och Emma Oskarsson. Resultatet redovisades pa hostens avtals- och
utbildningskonferens och pa hostens NOA mote. Resultatet har anvints i
officersférbundets opinionsbildning och kommunikation.

Ett fysiskt NOA-mé6te genomférdes under tre dagar i vecka 39 Hotel Lautrup Park i
Koépenhamn. Deltagare fran forbundet var Lars Fresker, Martin Sachs och Jacob Térngren.
Fran FHS deltog Johan Osterberg och Emma Oskarsson. Samtliga férbund deltog med 3—
4 personer. Programmet inneholl uppdateringar fran respektive land och arbetsgrupper.
Foljande tre omraden behandlades: ordférandena, unga officerares syn pa att
rekrytera/behalla samt medlemsundersokningen ”Work-life Balance..

Euromil

Under aret har Johan Ohlen deltagit i 4 digitala styrelseméten och 6 nirvarométen. Johan
Ohlen deltog dven vid Berlin Security Conference i samband med ett styrelseméte. Under
hosten uppmarksammades EUROMIL 50 dr med finalen pa konferensen i Berlin.

Virens konferens genomfordes i Slovakien, Trencin och hostens konferens genomférdes 1
Tyskland, Berlin. Deltagare pa bada konferenserna var Lars Fresker, Johan Ohlen och
Martin Sachs. Konferenserna behandlade: nationella rapporter, erfarenhetsutbyten,
foredrag, paneler och vigen framat.

Ett antal enkiter och undersékningar har under aret besvarats av kansliet genom Martin
Sachs.
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Officersforbundets omradesvisa verksamhet, resultat
2022

Kompetens och personalférsorjning

Chefer med personalansvar har bjudits in till ett flertal kurser. Officersférbundet har
kontinuerligt under aret i olika sammanhang kommunicerat Forsvarsmaktens utmaningar
med att personalforsorja sin verksamhet 1 ett allt kirvare sikerhetspolitiskt lige.

Officerstorbundet har deltagit pa konferenser, 1 arbetsgrupper och
Utvecklingsgrupper tillsammans med Forsvarsmakten for att 1 samverkan bidra till en
adekvat kompetens- och personalforsérjning.

Fokus under aret har dels varit att bidra med konstruktiva l6sningar for savil bytet av
tjanstegrad inom ramen for 3BS, dels att medverka till de utmaningar som uppstatt i
Flygvapnet dir manga sokt sig fran pilotyrket genom frimst tjanstledigheter. Det fortsatta
etablerandet och bemanningen av de nya férbanden har i kombination med Natoansckan
satt Okat ljus pa och blottlagt behoven av fler yrkesofficerare. Villkoren for
utlandsstationeringar har varit ett fokusomrade, inte minst genom Natoansokan.

Personalutveckling

Implementeringen av Forsvarsmaktens och OB beslut om slutligt inférande av
trebefilssystemet, med ett tvingade byte av personalkategori och tjinstegrad for 16jtnanter
och kaptener utbildade 1 det tidigare NBO-systemet har fortsatt under aret. Férbundet har i
samverkan deltagit 1 savil en central arbetsgrupp pa forsvarsmaktsniva, som i arbete med
att ta fram bestimmelser f6r hur implementeringen ska genomforas.
Tjinstestallningsordningen justerades och en ny tjanstegrad, éverfanjunkare tillférdes.
Under hosten inleddes MBL-f6rhandlingar vid OrgE angdende de enskilda besluten om
byte av personalkategori. Som en f6ljd av dessa foérhandlingar har kansliet genomfort eller
paborjat MBL § 14 forhandlingar. Férbundsordférande riktade ocksa en uppmaning till OB
att avbryta arbetet med implementeringen. Nagon férandring av beslutet kom dock inte till
stand och i slutet av aret fick medlemmarna efterhand besked om att de tvingas byta
personalkategori. De sista besluten om byte av kategori vintas komma 1 borjan av 2023.

Efter att OB i1 augusti beslutat att en ny struktur fér central ledning ska vara intagen 1
januari 2023 har férbundet under hosten deltagit i det forcerade arbetet med Ledning 23.

Rekrytering och antagning

Officerstérbundet har under dret arbetat tillsammans med Forsvarsmakten, saval pa
forsvarsmakts- som férsvarsgrens och férbandsniva, och bl a samverkat i de
partsgemensamma personalférsoérjnings- och antagningsnimnderna och dir hanterat
anstillnings- och rekryterings- samt antagningsfragor.

Utbildning

Ut6ver att i ordinarie samverkan pa forbands — och forsvarsmaktsniva 1 generella termer
arbeta for forbundets malsittningar, har inga specifika resultat uppnatts eller verksamheter
genomforts.
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Personalbedémning, urval och befordran

Officerstoérbundet har precis som tidigare ar deltagit i uttagningen till Férsvarsmaktens
chefsurvalsgrupp for urval och befordran till niva OF 5 (och CF 5). Officersftérbundet har
ocksa genom samverkan varit delaktigt vid tillsittningen av chefsbefattningar pa hégre niva.
Vidare har Officerstorbundet deltagit i Forsvarsmaktens centrala antagningsnamnd.
Foérsvagrenschefernas personalforsorjnings- och antagningsnamnder har etablerats med
Officersférbundets deltagande

Genom samverkan med ledningsstabens personalavdelning och regelbundna méten med
HKYV LEDS PERS chefs- och personalutvecklingssektion (CPUS) paverkar
Officerstérbundet bedomnings-, urvals- och befordringsfragor.

Chef- och ledningsfragor

OB chefsmoten har under aret inte genomférts i samma omfattning och med firre antal
deltagare varfor mojligheten att triffa chefsmedlemmar har varit begransad.

Chefskretsen omdefinierades i ett nytt kollektivavtal fran 1 januari 2021 till en ny mindre
chefskrets, vilka fortsatt omfattas av det statliga chefsavtalet. F6r majoriteten av den
forutvarande chefskretsen giller sedan 1 januari 2021 ett nytt avtal for sirskilda
befattningshavare i Férsvarsmakten. Med det nya avtalet 6kar férbundets inflytandet 6ver
chefernas 16nebildning.

I likhet med tidigare ar har Officersférbundet deltagit pa den hégre managementkursen f6r
nyutnimnda Gverstar/kommendorer i ett seminarium om samverkan.

Kursen 1 arbetsmiljoritt f6r chefer har genomforts vid tva tillfallen under 2022

Under aret har ett partsgemensamt arbete med OF/CF 5/6 lonestruktur startat
tillsammans med chefs och personalutvecklingssektionen pa HKV. Arbetet planeras att
slutféras under forsta halvaret 2023, det mot bakgrund av inférandet av 123

Lon, pension och ovriga anstallningsvillkor

OB Dagorder och projekt "attraktion”

OB gav den 18 augusti ut en dagorder som ror personaltjinsten i Férsvarsmakten. Med den
som grund startade Forsvarsmakten ett arbete under ledning av stf Personaldirektéren med
stod fran HKV LEDS PERS. Uppdraget har varit att analysera liget och komma med
forslag pa dtgirder som behover vidtas inom personalomradet. Detta mot bakgrund av att
dampa utflidet pa personal givet forsimrat omvirldslige, pagaende tillvixt och
Natomedlemskap.

Officerstorbundet och 6vriga ATO bjéds under slutet av september in att delta i arbetet
och har deltagit i ett antal arbetsm6ten under hésten 2022. Parallellt med FM-arbetet
attraktion, utformade férbundet en egen rapport "Efferfragade behov av atgérder inom
personalomradet for Officersforbundets medlemmar”. Den togs fram dels som en grund for att
kunna leverera in forslag till FM arbetet, dels som ett underlag f6r kommunikation till
medlemmarna och andra aktorer (politiska partier, Riksdagens forsvarsutskott,
Forsvarsdepartementet och media). Rapporten innehaller konkreta forslag pa atgirder som
bor vidtas for att forbittra situationen for den militira personalen 1 Férsvarsmakten.
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Forsvarsmakten har annu inte slutfort uppdraget, men beriknas att limnas 6ver for beslut
och genomférande under 2023. Vissa resultat dr dock beslutade genom att férhandling av
en hojning av ersittningsnivaer genomférdes mellan parterna i december, att gélla fran den
1 januari 2023.

Lonerevision 2022 for Forsvarsmakten

Viren 2022 efterfragade parterna pa Forsvarsmaktsnivan (FM) vilket behov av extra
ekonomi som parterna pa Organisationsenheterna (OrgE) hade identifierat i sina respektive
l6nemalbildsarbeten. De behov som parterna pa OrgE samverkade i enighet uppgick till ca
17 miljoner utéver “mirket” (1,8%). FM blev dirmed stillda infér faktum att den kampan;
som Officersforbundet drivit om hogre l6ner bekriftades som sann. I de f6ljande
térhandlingarna beslutade FM om ett betydande tillskott av ekonomi for att framst
ombhinderta de av OrgE dskade behoven av f6ljdjusteringar, GSS ny ligsta 16n 22 000 kr
(OR 1-3), 24 000 kr (OR 4-5) och satsning pa piloter. Preliminart utfall pa RALS 2022 blev
3,89%.

Gillande revision och de chefer som lyder under avtalet f6r sarskilda befattningshavare,
hanterades ber6rda medlemmar inom ramen f6r ordinarie chefsrals 2022 pa
Forsvarsmaktsnivan. I avtalet dterfinns en ldgsta 16n f6r C OrgE till 63 000 kr/man.
Metoden valdes till I6nesittande samtal i likhet med chefskretsen samt att numera giller ny
l6n fran 1 oktober.

Arbetstagarorganisationerna har i huvudsak statt eniga och samordnade i
principdiskussionerna gentemot arbetsgivaren. Fér Officersférbundet dr det fortsatt fokus
pa behovet av extra tillskott av 16nemedel for att frimst astadkomma rimlig 16n utifrin det
militira yrkets sirart. Foérsvarsmakten, som ska tillvixa markant, har en pataglig utmaning
med att behalla nuvarande militira kompetenser men dven att fortsatt rekrytera till
organisationen. FM har dven en stor utmaning med att sikerstilla tillridcklig tilloang med
ritt kompetens infor de dtagande som ett kommande medlemskap i Nato kan komma att
kriva. Aven myndighetens utmaning med att sikerstilla tillgingen pa piloter pa kort och
lang sikt har stillts pa sin spets under 2022. Ett flertal piloter valde att limna FM, antingen
genom att siga upp sig eller soka tjanstledigt. Detta foranledde att FM under sommaren
omvandlade ”Ag behalla” till en utvecklingsgrupp med samma namn och dit ATO inbj6ds
att delta fullt ut. Officersférbundet har frimst foretritts av FPI i denna konstellation. Dir
har parterna diskuterat och enats om att 16n och pension var tva avgérande fragor som
beh6vde dtgirdas omedelbart. Gillande pension sa fattade Arbetsgivarverket efter
sommaren ett unikt beslut genom att, som arbetsgivare, géra undantag till de individer som
fick sin pensionsalder dndrad under pagiende utbildning. Dvs de fick behalla ursprungliga
villkor med méjlighet till ligre pensionsalder i enlighet med PA16 avd 2. Ett férsta steg mot
rimlig 16n togs 1 och med revisionen 2022

Under éret har dven Officersférbundet inom ramen f6r samverkan fortsatt patala och ge
forslag pa behovet av hogre 16n och andra ersattningar f6r specifikt den militira
personalen. Exempel pa sidana omriden har getts i remissvar pa avvigningsbeslutet, OB
dagorder, inom arbetet med FM l6nestruktur och UG behalla for piloter m.m. Fragor
kopplat till 16n har dven inarbetats 1 FM Vind 2022.

I oktober genomfordes, for forsta gangen pa flera ar, en partsgemensam konferens under
tre dagar dir deltagarna var HR-chefer, HR-generalister, LOM-handlidggare och
representanter fran samtliga ATO fran alla OrgE. Omraden som avhandlades var Avtal om
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lokala omstillningsmedel, Riktlinjer f6r l6nesittning i FM och FM avtal om samverkan.
Konferensens frimsta syfte var att mojliggora ett erfarenhetsutbyte mellan samtliga OrgE.
Stort fokus lades pa grupparbeten dir parterna bade fick dela med sig av framgangsfaktorer
och utmaningar men dven att bidra med medskick till parterna pa FM-nivan inom samtliga
omraden. Vid utvirdering konstaterades att konferensen vil fyllde sitt syfte.

Aven detta ar har Officersférbundet férhandlat i flera principiellt viktiga 16nefrigor mellan
parterna pa Forsvarsmaktsnivan. Dessa har pakallats av foreningar och resultatet blev till
torbundets fordel. Tva exempel pa dessa forhandlingar ar:

o C OrgE pa samtliga forband inom marinen blev under viren 6verens om att hoja
l6nerna for sina GSS fran 1 april, 1 enlighet med FM 16nestruktur. Innan dessa
l6ner hann effektueras i PRIO, angrade sig arbetsgivaren och de gjordes f6rsok att
aterta besluten. Efter foérhandlingar blev C OrgE pa 3 sjostridstlj, 4 sjostridstlj,
Sjostridsskolan och Marinbasen dlagda att fullfélja sina beslut. Pa 1 ubflj, Amf 1
och Amf 4 dr fragan dnnu inte utklarad vid arsskiftet.

e Flygskolan ”sinkte” pilotlonestrukturen ligsta niva for tva stycken SOFU-elever till
den gamla nivan 38 000kr. Vid férhandling pa FM-nivan blev parterna 6verens om
att den nya ligsta niva pa 42 000 kr dven giller f6r SOFU 24 manader efter
anstillning, enligt ALFF-avtalets skrivning samt tidigare praxis.

De numera etablerade riktlinjerna for 16nebildning har fortsatt att implementeras pa OrgE
niva. Officersférbundets styrelse och kansli har fortsatt att stotta foreningarna i arbetet
med 16n genom att inom ramen f6r konceptet "Rundresa” fokusera pa l6nemalbildsarbete.
Bade genom att utbilda styrelserna och att prata 16n pa medlemsmoten.

Kostnadsersattningar, arbetstid och ledighet

Forsvarsmaktens arbetstidsavtal och rorlighetsavtal har fortsatt att hanteras, dock med okat
antal friktioner - frimst inom omriden sisom jour/beredskap, anvisat boende och
pendling. Nagra forindringar har inarbetats under 2022, vilket sker genom “avtalsradets”
regi dir parterna kontinuerligt démer av och gor tolkningar till frigor som bokférs 1 form
av minnesanteckningar som justeras. Under 2022 utgavs tva avtalsnytt, ett i mars och ett i
maj. Exempel pa innehall i dessa dr fortydligande om att det inte finns nagot krav pa att
arbetstagare ska vara nabara pa sin fritid, att facklig tillhorighet édr klassad som kinslig
personuppgift, fortydligande kring uppkommet FM-dygn, hojd ersittning f6r maltid mot
styrkt originalkvitto och berikning av jour utifran fasta tremanadersperioder.

Parterna har fortsatt dokumentera de rekommendationer, rad och riktlinjer som bl.a.
Folkhilsomyndigheten gatt ut med under pandemin, i "FAQ Corona”. Detta har blivit ett
uppskattat dokument som lises av medarbetare och chefer. Under véiren gavs A33 ut som
den sista uppdaterade utgavan och direfter kvarstod riktlinjerna under resten av aret.

Som en direkt folid av OB dagorder, lyckades parterna under december slutférhandla ett
antal nya ersattningsnivaer pa tilligg inom FM avtal om 16n och FM arbetstidsavtal. De
tilligg som berdrdes fick nivaer med mellan 30-50% hojningar och omfattar dyktilligg,
amrojtilligg, beredskap, jour, FMD, omplaneringstillige och OB.
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Avtal om arbetstid, tilldgg och ersattningar vid Plikt- och Provningsverket

Under édret har nya myndighetsavtal f6r arbetstid, 16netilligg och ersittningar i samband
med tjdnsteresor framférhandlats vid Plikt- och Provningsverket. Tidigare avtal fran 2005
mojliggjorde enbart att verksamhet vid myndigheten bedrevs pa helgfri mandag till fredag
mellan kI 08:00-16:30. Med aterinférd varnplikt och 6kat antal provningar som en effekt av
Forsvarsmaktens tillvixt har behov uppstatt att aven kunna planera och bedriva
verksamheten vid andra tider, vilket det nya arbetstidsavtalet nu omhindertar. Utifrdn att
arbete nu mer kan forliggas till dygnets alla timmar och veckans alla dagar, samt att
arbetstid kan omplaneras om verksamhetens behov forindras, har tilligg for arbete pa
obekviam arbetstid (OB-tilligg) och omplaneringstillige inforts 1 avtalet.

Avseende Ovriga 16netilligg och ersittningar i samband med tjinsteresor mm har nivan pa
dessa 6versetts och anpassats till vad som idag kan anses vara rimliga och skiliga nivaer.

Pensioner

Samverkan och dialog har under édret skett gentemot Férsvarsmakten bl. a. avseende att
ateranstallningar av yrkesofficerare villkorats med enskild 6verenskommelse om byte av
pensionsavtal fran PA16 avdelning 2 till avdelning 1. Genomford samverkan ledde till
samsyn att detta dr fel och att eventuellt avdelningsbyte ska vila pa ett eget otvunget
intresse.

Den arbetsgrupp som parterna i central avtalsrorelse 2020 beslutade tillsitta for att 6verse,
omhinderta och foresla férindringar och tolkningar till PA16 innan ndsta centrala
avtalsrorelse startar, kom 1 gang hosten 2022. Gruppens arbete har 6verlimnats till
térhandlingsledningen dar forhandlingséverenskommelse natts avseende vissa justeringar
och anpassningar i pensionsavtalet som f6ljd av bl a de forindringar i
socialforsikringssystemet avseende garantipension och bostadstilligg mm som infors fran 1
januari 2023. Avseende 6vriga yrkanden i avtalsrorelsen 2020 som syftar mot forbittringar
och hojningar av egenpensionsformaner i avtalet, fortsitter forhandlingarna om detta i
bérjan av 2023.

Utifran motioner vickta vid férbundsmétet 2020 har forbundsstyrelsen faststillt ett
pensionsutredningsdirektiv utifran vilket kansliet under 2022 arbetat med framtagande av
en pensionsutredning, som ar tinkt att kunna faststallas av forbundsstyrelsen 1 borjan av
2023.

Under édret har missnéjet bland yngre flygférarna med bl a h6jd pensionsalder enligt PA16
avdelning 1 accentuerats ytterligare. Efter att ett flertal flygforare begirt och tagit
tjanstledigt i syfte att s6ka sig en annan framtid pa grund av missndje med sina
anstillningsvillkor, har Arbetsgivarverket utifrin begiran av Férsvarsmakten efter dialoger
med férbundet och férbundets karsektion FPI, fattat ett ensidigt arbetsgivarbeslut om
tormanligare pensionsvillkor f6r vissa flygforare fodda 1988 eller senare. Inneborden av
detta dr att de flygforare som var anstillda eller redan antagna till flygférarutbildning nir
PA16 inférdes — och som darmed tappade tidigare méjlighet till pension vid 55 ars alder —
nu dnda ska tillforsiakras en framtida pensionsavgang fran 55 ars dlder under vissa
forutsittningar.

Arbetsgivarverket valde dock att enbart kortfattat och strax innan sitt beslut informera
torbundet om att man skulle fatta ensidigt arbetsgivarbeslut om férmanligare
pensionsvillkor f6r ovan nimnda flygférare. Utifran att fa en tydligare och battre
uppfattning om detaljerna mm i dessa pensionsvillkor, samt bl a klarligga hur dessa
utlovade villkor ska tryggas infér framtiden da det dr manga ar kvar till dess de ska

16



effektueras, valde forbundet att pakalla en MBL {12 férhandling gentemot AgV i frigan.
De svar som erh6lls 1 forhandlingen kunde slutligt accepteras som godtagbara av
torbundet.

Arbetsmiljo

Arbetet med att stodja rekryteringen av skyddsombud har fortsatt under 2022. Arbetet med
att rekrytera CSO:er och HSO:er till forsvarsgrenarna f6r 2023-2026 startade under hosten.
En valberedning har tillsats med 6vriga ATO i FM under ledning av Martin Sachs,

Martin Sachs deltog pa skyddsombudens dag pa Livgardet, och har deltagit i férberedelser,
genomforande och efterarbete av den partsgemensamma skyddsombudsutbildningen som
genomfordes vid tva tillfillen under aret pa Karlberg.

Vid hostens avtals- och utbildningskonferens var temat psykisk ohilsa. Inbjudna férelisare
var MYNAK och partsridet. Deltagare var dven CSO, férsvarsgrenarnas HSO:er pch
respektive forbands HSO.

Veteran- och anhérigstod

Officerstoérbundet har fortlopande foljt implementeringen och utvecklingen av
veteranpolitiken i Foérsvarsmakten. Kansliet besékte FM Veterancentrum for
kunskapsinhdmtning och utbyte 1 juni.

Officersforbundets inre arbete

Inflytande och medlemsrelationer inom Officersforbundet

Under dret har styrelseutveckling f6r officersféreningarna och informationsverksamheten
anvints som medel f6r att utveckla inflytande och medlemstrelationer.

Stod till OF 121 har givits genom Martin Sachs och Mikael Vinde for att starta upp
féreningen. Aven ett bes6k under tva dagar i Solleftea som innehéll utbildning och dialog.

Projektet Rundresan har gitt av stapeln och delar ur styrelsen samt kansliet har besékt OF-
Ing2 pa ING2/Swedec, OF F7 pa F7 samt OF SkyddC pa SkyddC. Dir har vi triffat
medlemmar, C OrgE samt chefer pa olika nivier och besokt verksamheten. Resan har lett
till ett starkare engagemang for lokalféreningarna och de har kint sig lyssnade och hérda
pa. Kansliet och styrelsen har samtidigt fatt bekriftat att de prioriterade uppgifter som vi
arbetar med ligger i linje med medlemmarnas vilja. Triff med C OrgE har i synnerhet varit
mycket givande for att bygga inflyttande for officerstorbundet pa lokal och central niva.

Kansliet har dven stottat lokalféreningar vid medlemsmoten, organisationsarbete samt
kurser ut pa plats, exempelvis medlemsmote med biovisning 1 Uppsala och
l6nemalbildsarbete for styrelsen.

Rekrytering

Officerstorbundet fortsatter att rekrytera framfor allt genom vara lokala fackféreningar.
Under kvartal 2 2022 lanserades Officersférbundets rekryteringshandbok — denna syftar till
att skapa ett st6d i rekryteringsarbetet f6r férbundets lokala fackféreningar. Under aret har
dven precis och aktuell medlemsstatistik tagits fram. Denna information skapar goda
forutsittningar for att forbundet tillsammans med de lokala fackféreningarna kan fortsitta
med och stirka rekryteringsarbetet.
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Som en del i arbetet med rekrytering och medlemsvard har kansliet och delar av styrelsen
besckt férband (ovan nimnda rundresor) dir vi genomfort medlemsméten och vid behov
stottat foreningar i sitt arbete med rekrytering.

Lokala utbildningar

Antalet lokala kurser samt antalet deltagare i dessa har varit begrinsat pa grund av COVID-
19 och de restriktioner och allmidnna rid som FHM givit under aret. De lokala kurserna
planeras av respektive officersforening utifran det egna behovet av utbildning.
Forbundsstyrelsens ledamoter och ombudsmin har medverkat som lirare vid huvuddelen
av kurserna.

Centrala utbildningar

Viss kvarstaende effekt av pandemin kan identifieras frimst genom att avbokningar sker 1
hégre grad samt firre intresseanmilningar till kurserna. Officersforbundet har under aret
genomfort nedanstiende kurser:

Officersforbundets grundkurs i avtal och arbetsritt (GIAA), har genomforts tre
ganger. Grundplanen var att genomféra fyra men den fOrsta stilldes in pga. lagt
deltagarantal samt kvarstiende konsekvenser av Covid.

GIAA ir en facklig grundkurs som dven vinder sig till f6rsta linjens chefer 1
Forsvarsmakten. En 6kad kunskap bland bade chefer och fackliga fortroendevalda kring
vara avtal 6kar ocksa moijligheten till en vil fungerande samverkan ute pa férbanden.
Kursen idr uppdelad 1 tva delar varav den teoretiska delen ir pa distans och genomfoérs via
dator, surfplatta eller mobil (ca: 8h). Den andra delen ar en fysisk traff diar man under tre
dagar fokuserar pa att applicera det deltagarna studerat i e-kursen. E-kursen ar tillganglig i
ca fyra veckor innan klassrumsdelen startar och maste vara genomford innan dess. Kursens
syfte dr att ge utokade kunskaper om bade arbetstidsavtal och rérlighetsavtal.
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Deltagarna kommer dven fa lira sig mer om att vara statligt anstilld samt de lagar som
skyddar arbetstagaren men dven arbetstagarens skyldigheter, exempelvis LAS. kursen tar
dven deltagaren igenom MBL (Lagen om medbestimmande i arbetslivet) vilken dr den lag
som ger oss som facklig organisation ritten att forhandla med arbetsgivaren 1 vissa fragor.
Deltagare bor ha gatt lokal facklig grundkurs.

Forbundskurs 2 (FK 2), har genomférts en gang.

Kursen FK 2 ir en facklig férhandlingskurs som viander sig till fértroendevalda med
erfarenhet av styrelsearbete och férhandlingar pa lokal niva. Malet med kursen ar att ge
deltagarna grundliggande kunskaper och firdigheter i férhandlingstaktik,
torhandlingsteknik och samverkan. Kursen bygger till stor del pa “rollspel” dir deltagarna
sjalva ”’spelar” representanter fOr arbetsgivare och arbetstagarorganisationer. Spelet grundar
sig pa aktuella avtal inom Forsvarsmakten. Kursdeltagarna ska ha genomfért FK 1
alternativt GIAA.

FK 2 har varit féremal f6r ett visst utvecklingsarbete och forindringar under 2021 och
2022, dock idr det nya kursen inte helt klar. Men med anledning av behovet av kursen och
pga. pandemin genomfordes en delvis utvecklad och ett komprimerat alternativ till den
traditionella FK 2 — ett alternativ som genomfoérdes med gott resultatet.

Kurs for ledamot i forbands personalférsorjningsnidmnd (PFN), har genomforts en
gang. Kursen genomfordes under tva dagar. Kursen vinder sig till ledamoter i
Personalforsorjningsnimnd vid férband. Malet med kursen ir att ge deltagarna kunskaper
om Foérsvarsmaktens personalforsorjning, Forsvarsmaktens skolsystem, regelverk och
styrdokument inf6r urvalsarbete. Kursen belyser aven fackets roll vid urval pa lokal och
central niva. Kursen exemplifierar vilken metod som kan anviandas av fackliga ledaméter.
Deltagarna har moijlighet att redovisa egna erfarenheter och dirigenom sprida kunskap och
erfarenheter frin det lokala arbetet till 6vriga medverkande.

Arbetsmiljékurs, kursen ar tre dagar och ger grundliggande kunskap inom
arbetsmiljoomradet. Foreldsningar varvas med grupparbeten.

Kursen har genomforts vid ett tillfille 1 Haninge. Martin Sachs och Marinens HSO Michael
Lundstrém var larare.

OSA - fran ord till handling! Kursen har genomférts vid tva tillfallen 1 Haninge.
Under tva dagar ges kursdeltagarna strategier och verktyg for att omsitta AFS 2075:4
Organisatorisk och social arbetsmiljo till konkret handling.

Martin Sachs och Marinens HSO Michael Lundstrom var larare.

Arbetsmiljoritt f6r chefer, Kursen har genomférts vid tva tillfillen pa kansliet.

Under en dag ges deltagarna den juridiska och straffrittsliga aspekten av
arbetsmiljolagstiftningen. Det har de senaste aren blivit en tydlig fraga for
Officerstorbundet och vara chefsmedlemmar. Kursens malgrupp ar den som ar
torbandschef, krigsférbandschef, stillféretridare eller blivande dito eller enhetschef
motsvarande som har delegerade arbetsmiljGuppgifter eller pa annat sitt arbetar med
arbetsmiljofragor, eller den som ar intresserad av att utveckla sig inom arbetsmiljoomradet.

Martin Sachs har varit kurschef med stéd av Zober och en kammaraklagare.
Kurs for kadetter, har genomforts tva ganger, med fysisk niarvaro under 2022, kursen har

varit nast intill fullsatt varje tillfalle. Kursen vinder sig till medlemmar vid Specialist-
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officersutbildning (SOU) och Officersprogrammet (OP). Kursens malsattning ar att ge
deltagarna 6kad kunskap och forstaelse om avtal och regler rérande anstillningen i
Forsvarsmakten samt studerandes inflytande och paverkan gentemot skolan samt inom
Officerstorbundet, frimst genom Studeranderadet. Vidare ska deltagarna ges verktyg for att
sjalva kunna rekrytera nya medlemmar vid skolorna.

Avtals- och utbildningskonferens, har genomférts tva ganger pa Globen hotell.
Konferensen genomfors under tva dagar. En konferens hade fokus pa arbetsmiljo, till
denna var ett skyddsombud per férening inbjuden. Malsittningen ér att sprida kunskap om
hur Officersférbundet kan jobba med arbetsmilj6- och jaimstalldhetsfragor, ge kunskap om
nya avtal, informera om pagaende verksamhet, fora dialog och forankringsarbete under
pagaende avtalsférhandling samt erbjuda tillfille till erfarenhetsutbyte mellan
officersféreningarna.

Ordférandekonferens, har genomférts tva ggr. Under varen 1 samband med Avtals- och
utbildningskonferens och 1 augusti. Bida konferenserna genomférdes som digitala méten.

Utvirderingarna fran kurserna visar att malen for respektive kurs uppnatts samt att
deltagarna dr mycket n6jda med Officersférbundets kurser och konferenser.

Styrelseutveckling

Fungerande officersféreningar ar en forutsittning for att medlemmarna ska kunna fa ett
vardagsnadra stod 1 fackliga fragor. Lokalféreningsstyrelsen genomfor under tva dagar en
egenskattning av hur de fungerar rérande information, samverkansklimat, rekrytering
etcetera Utifran “liget” formuleras konkreta malsittningar som syftar till att h6ja kvalitén i
styrelsearbetet. Styrelseutvecklingen har fatt god respons bland de foreningar som
genomfort den.

Under 2022 har det delvis pga. av pandemin och genom déavarande personalsituationen pa
kansliet inte genomforts nagra sirskilda styrelseutvecklingsaktiviteter. En styrelseutveckling
planerades for under hésten men senarelades av foéreningen till Q1 2023.

Press och opinionsbildning
Fokus under aret har varit fullféljande av en aktiv kommunikation. Under aret har bl a flera

filmer producerats och visats via forbundets Youtube-kanal..

Under aret har Officersférbundet haft ett stort antal presskontakter och medverkat i
etermedia samt nationell och lokal press. Det har handlat om savil 3BS som l6ner samt om
piloter.

Officersinfo

Nyhetsbrevet Officersinfo utkom med 17 nummer under aret.

Webbplats

Webbplatsen officersforbundet.se hade under aret 82 340 besckare (100 692 besckare
foregaende ar) och vara sidor har visats sammanlagt 214 813 ganger (329 337 aret innan).
Majoriteten av besdkarna hittade forbundets webbplats via direkttrafik och sokmotorer,
medan en minoritet hittade férbundet via sociala medier pa Facebook, Instagram och
Twitter.

Under senare delen av 2022 pabérjades ett arbete med att ta fram en ny mer utatriktad
webb f6r www.officersforbundet.se
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Sociala medier

Officerstoérbundets sida pa Facebook hade vid drets borjan 4098 foljare och vid dess slut
4225 foljare. Officersforbundets konto pa Twitter har gatt fran 1317 till 1493 foljare.
Antalet foljare pa Instagram har under dret 6kat fran 2050 till 2276.

Officerstidningen

Officerstidningen utkom med atta nummer under aret med en omfattning av 52—60 sidor.
Statistiken f6r webbplatsen www.officerstidningen.se uppgar under perioden mars till
december 2022 till 165 000 bes6k och 238 000 sidvisningar. Bland topplistan 6ver de mest
lista artiklarna aterfinns flera texter om trebefilsystemet.

Officerstidningen blev 1 september nominerad till arets facktidning pa Tidskriftsgalan.

Den dgarpolicy som beslutades av styrelsen under 2018 har under 2022 fortsatt att gilla.

Trycksaksproduktion

De trycksaker som producerats under aret ar affischer till f6reningarna f6r kontaktuppgifter
och rekrytering. Vi har dven producerat Villkorsguide 22 till f6rbundets medlemmar och
lokalf6reningar.
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Ovrigt, resultat 2022

Rattshjalp

Under aret har en ans6kan om rittshjilp beviljats avseende medlem som delgivits
misstanke om villande till kroppsskada i samband med 6vningsolycka.

Tvister

Ofticersférbundet har bidragit till att enskilda medlemmar har fatt ritt ersattningar 380 315
kronor, likval har férbundet erhéllit sammanlagt 259 000 kronor i skadestand. Bakgrunden

till att medlemmar och Officersférbundet har fatt skadestind beror pa att Férsvarsmakten

har brutit mot ingangna kollektivavtal, frimst gillande arbetstid och rérlighet.

Forsvarsmaktens personalansvarsnamnd

Under 2022 har ett antal drenden behandlats 1 Forsvarsmaktens personalansvarsnaimnd
som ber6rt Officersférbundets medlemmar. De drenden som varit uppe for beslut har
ber6rt olika typer av misskotsamhet och har bland annat inneburit genomforande av fem
overlaggningar med anledning av varsel om skiljande fran anstillningen av personliga skal.

Remisser och andra yttranden

Forbundet har under aret bara behandlat remisser inom ramen f6r samverkan gentemot
Forsvarsmakten, till exempel HPERS Grunder 2022, direktiv FMP 22, HPERS SAM, OB
AVB, FM ArbO, FM BU.

22



Bilaga 1 - Officersforbundet organisationsplan

Med bakgrund i Férsvarsbeslut 2020 avseende aterinrittandet av organisationsenheter tog
FS beslut om hur Officersférbundet ska sikerstilla att dessa nya OrgE har en tydlig part i
Officerstérbundets organisation infér, under och efter etablering. Osikerhet har funnits
avseende nir de olika OrgE de facto ir ett fullt fungerande enheter med egna mandat fran
FM ledning, arbetet utgick da fran 1/1 2022 férutom f6r A 9 som ligger senare.

Utifran detta togs féljande beslut som hanterar férdelning av mandat avseende
térhandlingar och féretridandet av medlemmar:

At tilldela forbandlingsmandat till . OF, ifall det inte bildats ny forening vid I 13, att foretridda
medlemmarna vid 1 13 och dirmed vara motpart till C 113, som lingst intill 31/12 2022

-Att tilldela forhandlingsmandat till OF Skaraborgarna, ifall det inte bildats ny forening vid A 9 i
Kristinehamn, att foretriidda medlemmarna vid A 9 i Kristinehamn och dérmed vara motpart till C A 9 i
Kristinehamn, som lingst intill 31/ 12 2022.

-Att tilldela forbandlingsmandat till OF Bothnia, ifall det inte bildats ny forening vid K 4, att foretridda
medlemmarna vid K 4 och darmed vara motpart till C K 4, som langst intill 31/12 2022

At tilldela forbandlingsmandat till OF Bothnia, ifall det inte bildats ny forening vid I 21 Sollefted med
det. Ostersund, att firetridda medlemmarna vid 1 21 och déirmed vara motpart till C I 21, som lingst
intill 31/12 2022

-Att tilldela forbandlingsmandat till OF AMEF, ifall det inte bildats ny forening vid Amf 4, att foretridda
medlemmarna vid Amf 4 och déarmed vara motpart till C Amf 4, som lingst intill 31/12 2022

-Att tilldela firbandlingsmandat till Arna OF, ifall det inte bildats ny forening vid F 16, att foretridda
medlemmarna vid F 16 och dérmed vara motpart till C F 16, som lingst intill 31/ 12 2022

Detta ska stadfdstas i forsta Organisationsplanen 2022, att det blir denna ordning beror
alltsa pa den osikerhet som férekom runt FM mandat till respektive OrgE och dess chef.
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Foreningens namn Myndigheter m.m. Ort
Forsvarsmakten

OF Hogkvarteret HKV, FM HRC Stockholm

Arméstabens OF Arméstaben Enkdping

OF Marinstaben Marinstaben Muskd

OF Flygstaben Flygstaben Uppsala

OF vid Sddra Militarregionen (OF MR S) MR Syd Lund/Revinge

OF Vastra Militarregionen (OF MRV) MR Vast Skdvde

Upplands/Bro/Kungséangen,

Livgardets OF Livgardet, MR Mitt, | 13 Ealun
OF Bothnia 119, A8, MR Norr, K4 Boden, Arvidsjaur
OF I 21 121 Solleftea
K 3/Wanas OF K3 Karlsborg
OF Skaraborgarna P4,A9 Skovde, Kristinehamn
OF Sddra Skaningarna P7 Lund/Revinge
OF Lv6 Lv6 Halmstad
OF Eksjoé Garnison Ing 2, SWEDEC Eksjo
OF i Enkoping LedR Enkdping
OFT2 T2 Skovde
Kustflottans OF 1. ubflj, 3. sjostriflj, 4. sj6strifl] Karlskrona, Haninge
OF Amfibiekaren Amf1, P 18, Amf4 Haninge/Berga, Visby, Géteborg
OF MarinB/SSS MarinB, SSS. Karlskrona, Haninge/Muskd
OFF7 F7 Lidképing/Satenas
OF F17 F17 Ronneby/Kallinge
OF F 21 F21 Lulea
OF Helikopter Hkpflj Linkdping/Malmen
OF FMLOG FMLOG Stockholm
OF FMTIS FMTIS Orebro
OF Karlberg MHS K Solna
Halmstadskolornas OF FMTS, MHS H Halmstad
OF MSS MSS Skovde
Arna OF LSS, FMUndSakC, F 16 Uppsala
OF HvSS HvSS Salem/Vallinge
OF SkyddC Totalférsvarets skyddscentrum Umea
OF Goéteborg Fémed C Goéteborg
Utom myndigheten Férsvarsmakten
OF FHS FHS Stockholm
OF FMV FMV Stockholm (rikstackande)
Férsvarsdepartementets OF F& och Regeringskansliet i 6vrigt. FOIl.  Stockholm
OF FortV Fortverket Eskilstuna (rikstackande)
OF Senior Pensionerade officerare Stockholm (rikstackande)
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Bilaga 2 - Officersforbundets kurser och konferenser

Att sarskilt observera ar att det under aret funnits viss kvarvarande effekt av COVID-19
genom de restriktioner och allmianna rad som FHM gav under 2022.

Antal Antal
Kurs/konferens N
genomféranden deltagare

Officersférbundets grundkurs i avtal och arbetsratt (GIAA) 3 33
Forbundskurs 2 (FK 2) 1 6
Kurs for ledamot i forbands personalférsorjningsnamnd

1 1
(PEN),
Arbetsmiljokurs 1 17
Arbetsmiljoratt for chefer 2 10
OSA - fran ord till handling! 2 10
Kurs for kadetter 2 49
Avtals- och utbildningskonferens 2 148
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FORVALTNINGSBERATTELSE

VERKSAMHETEN

Allmént om verksamheten

Officersférbundet ar ett fack- och yrkesférbund for officerare och specialistofficerare, gruppchefer samt soldater och
sjdman anstallda inom Forsvarsmakten och vid Forsvarsmakten nérstdende myndigheter. Officersférbundet hade vid
arets slut 19 490 medlemmar varav 14 009 yrkesverksamma.

Officersforbundet leds av férbundsstyrelsen som vljs vart tredje ar vid forbundsmétet. Som stod till forbundsstyrelsen
finns ett kansli med 18 anstéllda (per 31 december 2022). Medlemmarna utévar sitt inflytande och far sitt dagliga stod
genom nagon av de 38 officersforeningarna.

Verksamheten bedrivs genom att Officersforbundets fortroendevalda och anstéllda samverkar och forhandlar med
medlemmarnas arbetsgivarforetradare. Darutover bedriver bade kansli och officersféreningarna en omfattande facklig
utbildning for medlemmarna och de fortroendevalda. Andra centrala delar i verksamheten é&r att informera
medlemmarna samt bedriva opinionsbildning. Officersforbundet ger ocksa ut Officerstidningen.

Intdkterna under ar 2022, exklusive finansiella intakter, uppgar till 40,8 miljoner kronor. Resultatet fore de finansiella
posterna visar ett underskott pa cirka -6,9 miljon kronor. Efter resultatet fran de finansiella posterna,
bokslutsdispositionerna samt skatt redovisar férbundet ett éverskott fér &r 2022 pa 14,3 miljon kronor.

Medlemsintakterna har under ret uppgatt till knappt 38,5 miljoner kronor.
| posten Ovriga intékter aterfinns annonsintakter med drygt 1,6 miljoner kronor.

Framjandet av d@ndamalen
Officersférbundets &ndamal &r att foretrada medlemmarna i fackliga fragor, utveckla det militéra yrket och verka for
samhallets forstaelse for dess sarart.

Officersférbundet har féretratt medlemmarna genom centrala och lokala férhandlingar om kollektivavtal och
tvisteforhandlingar. Flera kollektivavtal har slutits och en stor méngd tvister har I6sts. Medlemmarna har haft inflytande
over verksamhetsfragor, arbetsmiljéfragor och enskilda medlemsfragor genom att Officersférbundet genomfort
samverkan med arbetsgivarna.

Det militara yrket har framférallt utvecklats genom att Officersférbundets syn pa officersprofessionen paverkat
Forsvarsmakten och Forsvarshogskolans utveckling av officersutbildningarna i dnskad riktning.

Genom opinionsbildning i samhéllet, debattartiklar, debattinldgg, seminarium och genom kampanjen
www.forsvaragranserna.se samt Officerstidningen och méten, har Officersférbundet beskrivit yrkets sarart samt forklarat
det utsatta laget ar 2022.

Vasentliga hdndelser under rakenskapsaret

2022 har varit ett ar sarskilt &r med férsamrat omvarldslage, ansékan om Natomedlemskap och med stor och bred
operativ verksamhet i Forsvarsmakten. Det dr ndgot som Officersférbundets medlemmar kant av genom en hdg
arbetsbelastning. Den igangsatta sa kallade "Rundresan” till var lokalféreningar startade sent 2022 och ger férbundet en
bra bild av just arbetsbelastning etcetera.
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Officersforbundet
802009-8987

FLERARSOVERSIKT

Beloppen i flerdrséversikten ar angivna i tusental kronor om inte annat anges.

2201-2212
Medlemsintakter 38 498
Soliditet % 97
Arets resultat 14 263
Balansomslutning 227 872

FORANDRINGAR | EGET KAPITAL

Belopp vid &rets ingéng
Resultatdisposition enligt forbundsmétet:
Foérandring av

dispositionsfond

Arets resultat

Belopp vid arets utgang

RESULTATDISPOSITION

Medel att disponera:
Balanserat resultat
Arets resultat
Summa

Forslag till disposition:
Balanseras i ny rékning
Summa

2101-2112
38 238
96,5

10 241

213 675

Konflikt-
fond
45 866 945

45 866 945

160 242 796
14 263 017
174 505 813

174 505 813
174 505 813

2001-2012
36 280
96,5

939

202 787

Dispositions-
fond
150 001 057

10 241739

160 242 796

1901-1912
35611
96,5

-540

202 238

Arets
resultat
10 241 739

-10 241739
14 263 017
14 263 017

Forbundets resultat och stallning framgar av efterféljande resultat- och balansrakning med noter.

3(11)

1801-1812
35125
96,2

-861

204 459

Totalt

206 109 741

0

14 263 017
220372 758
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Officersforbundet
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RESULTATRAKNING

Forbundets intikter
Medlemsavgift
Ovriga intakter
Summa intadkter

Forbundets kostnader
Ovriga externa kostnader
Personalkostnader
Avskrivningar

Summa kostnader

Rorelseresultat

Finansiella poster

Resultat frén 6vriga finansiella anldggningstillgangar

Ovriga ranteintikter och liknande resultatposter
Rantekostnader och liknande resultatposter
Summa finansiella poster

Resultat efter finansiella poster

Resultat fore skatt

Skatter
Skatt pé arets resultat
Skatt fran tidigare ar

Arets resultat

2022-01-01
2022-12-31

38 497 531
2253752
40 751 283

-24 648 788
-22 730 282

-296 124
-47 675 194

-6 923 911

21932 547

8 062

-776

21939 833

15 015 922

15015 922

-752 938

33

14 263 017

4(11)

2021-01-01
2021-12-31

38 238 148
1968 185
40 206 333

-20 338 496
-21 067 800

-366 106
-41 772 402

-1 566 069

12 441 501

-885
12 440 616

10 874 547

10 874 547

-632 808

10 241 739
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Officersforbundet
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BALANSRAKNING

TILLGANGAR

Anlidggningstillgangar

Materiella anldggningstillgéngar
Inventarier

Summa materiella anldggningstillgangar

Finansiella anldggningstillgangar
Bostadsratter

Vérdepapper

Andra l&ngfristiga fordringar/andelar
Andelar i intresseféretag

Summa finansiella anldggningstillgangar

Summa anlédggningstillgangar

Omséttningstillgangar
Kortfristiga fordringar
Kundfordringar

Aktuella skattefordringar
Ovriga fordringar

Foérutbetalda kostnader och upplupna intdkter

Summa kortfristiga fordringar
Kassa och bank

Kassa och bank
Summa kassa och bank

Summa omséttningstillgangar

SUMMA TILLGANGAR

10, 11

2022-12-31

277 711
277711

25346 152
160 952 295
110 001
35057 853
221466 301

221 744 012

710 528
2 055 417
120 322
1374 456
4260 723

1866 791
1866 791

6 127 514

227 871 526

2021-12-31

523779
523779

25 346 152
142 436 918
110 001
35057 853
202 950 924

203 474 703

613 627
2 185 403
815916
826 354
44417 300

5759470
5759470

10 200 770

213 675 473
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Officersforbundet 6(11)
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2022-12-31 2021-12-31
EGET KAPITAL OCH SKULDER
Eget kapital
Konfliktfond 45 866 945 45 866 945
Dispositionsfond 160 242 796 150 001 057
Arets resultat 14 263 017 10 241739
Summa eget kapital 220 372 758 206 109 741
Avséttningar
Avséattningar for pensioner och liknande forpliktelser 2909 825 2888415
Summa avsattningar 2 909 825 2 888 415
Kortfristiga skulder
Leverantorsskulder 1243 115 2422 398
Ovriga skulder 927 725 814 878
Upplupna kostnader och férutbetalda intakter 12 2418103 1440 041
Summa kortfristiga skulder 4588 943 4677 317

SUMMA EGET KAPITAL OCH SKULDER 227 871 526 213 675 473
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NOTER

Not 1 ALLMANNA UPPLYSNINGAR

Redovisnings- och virderingsprinciper

Valt regelverk
Arsredovisningen uppréttas i enlighet med BFNAR 2012:1, Arsredovisning och koncernredovisning.

Intdktsredovisning

Intakter har tagits upp till verkligt varde av det som erhdllits eller kommer att erhallas och redovisas i den omfattning
det &r sannolikt att de ekonomiska férdelarna kommer att tillgodogéras férbundet och intdkterna kan beraknas pé ett
tillforlitligt satt.

Leasing
Forbundet redovisar samtliga finansiella leasingavtal enligt reglerna fér operationella leasingavtal. Det innebér att
leasingavgiften kostnadsfors linjart 6ver leasingperioden.

Inkomstskatt
Forbundet redovisar aktuell skatt. Aktuell skatt ar inkomstskatt fér innevarande rakenskapsar som avser arets
skattepliktiga resultat och den del av tidigare rakenskapsars inkomstskatt som annu inte har redovisats.

Ersattningar till anstéllda
Avgifter for avgiftsbestamda pensionsplaner kostnadsférs I6pande.

Férmansbestdamda pensionsplaner redovisas enligt férenklingsreglerna i BFNAR 2012:1. Det innebér att i de fall en
pensionspremie betalas sa kostnadsfors den I6pande.

Fordringar
Fordringar har upptagits till de belopp varmed de beréknas inflyta.

Materiella anldggningstillgangar
Avskrivning gors linjart 6ver den forvantade nyttjandeperioden med hénsyn till vasentligt restvarde. Nedanstdende
nyttjandeperioder anvands.

Typ Nyttjandeperiod Procent
Datorer 3ar 33
Inventarier 5ar 20
Fastighetsinventarier 10 ar 10

Finansiella instrument och vardepappersinnehav
Kortfristiga placeringar varderas enligt arsredovisningslagen till det lagsta av anskaffningsvardet och
nettofdrsaljningsvardet.

Vardering har skett enligt portféljmetoden baserat pa kategorierna svenska aktier, utlandska aktier, svenska obligationer
och utlandska obligationer.

Vid forséljning av kortfristiga placeringar beraknas anskaffningsvérdet enligt genomsnittsmetoden.
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Not 2 Medlemsavgift

Medlemsavgift
Summa medlemsavygifter (forbundsintdkter)

2022

38 497 531
38497 531

8(11)

2021

38 238 148
38 238 148

Medlemsavgifter omfattar den del som avser medlemskap i organisationen. Medlemsavgifter redovisas vid inbetalning

fran medlemmen och intéktsredovisas 6ver den tidsperiod som avses.

Not 3 Ovriga intakter

Annonsintakter

Aviseringsavgift

Skadestand

Ovriga erséttningar och intakter
Summa évriga intékter

Not 4 Personal

Léner och andra ersdttningar

Styrelse och férbundsordférande

Ovriga anstéllda inklusive férbundsdirektor
Totala l6ner och andra ersdttningar

Sociala kostnader och pensionskostnader
Sociala kostnader
(varav pensionskostnader)

Totala [6ner, andra ersdttningar, sociala kostnader samt pensioner

Medelantalet anstdllda
Man

Kvinnor

Medelantalet anstdllda

2022

1682 149
246 613
274 000

50 990

2253752

2022

1527 453
11048 161
12575614

8 247 545

3218074

20823 159

8

10
18

2021

1499 496
236 710
140 000

91979

1968 185

2021

1502 633
10 678 964
12 181 597

8 156 924

3439734

20 338 521

10

9
19

Avgangsvederlag till forbundsdirektér utgédr med 12 manadsloner vid entledigande, efter anstéllning i 24 ménader. Fére
anstéllning i 24 ménader utgdr 6 manadsléner. Utdver under aret kostnadsférda pensionskostnader foreligger inga

pensionsforpliktelser.

Not 5 Resultat fran 6vriga finansiella anlaggningstillgangar

Realisationsresultat vardepapper

Utdelning andelar i intresseforetag

Resultat skattefri forséljning aktier

Summa finansiella anldggningstillgangar

2022

19 502 547
2430 000

21932 547

2021

10771 607
1215000
454 894

12 441 501
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Not 6 Inventarier

Ingdende anskaffningsvéarden
Fordndringar av anskaffningsvirden
Inkép

Utgdende anskaffningsvédrden

Ingdende avskrivningar
Forédndringar av avskrivningar
Arets avskrivningar

Utgdende avskrivningar

Redovisat virde

Not 7 Bostadsratter

Ingdende anskaffningsvarden
Utgdende anskaffningsvédrden

Redovisat virde

Not 8 Vardepapper
Innehav
Kapitalforsakring

Svenska Obligationer
Redovisat varde

Arets férandringar
Ingdende balans

Arets inséttning/inkép
Rabatt andelar
Aterinvesterade reavinster
Arets férsaljning/uttag
Arvode

Uppskrivning fonder
Redovisat varde

Marknadsvéarde

Not 9 Andra langfristiga fordringar/andelar
Bendamning Org.nr
Bergendal Meetings 714800-1899

Antal andelar
Redovisat varde

2022-12-31

3317 300

50 056
3367 356

-2 793 521

-296 124
-3 089 645

277 711

2022-12-31

25 346 152
25 346 152

25 346 152

2022-12-31

144 552 875

16 399 420

160 952 295

142 436 918

270 847
19 502 524

-1258 731

160 952 295

180 911 365

2022-12-31

148
110 001

9(11)

2021-12-31

3229175

88 125
3317 300

-2 427 415

-366 106
-2793 521

523 779

2021-12-31

25 346 152
25346 152

25 346 152

2021-12-31

126 037 498

16 399 420

142 436 918

132 542 346

362 775
10 771 607

-1239810

142 436 918

201688 917

2021-12-31

148
110 001
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Not 10 Andelar i intresseforetag 2022-12-31 2021-12-31
Ingdende anskaffningsvarden 35057 853 35057 853
Utgdende anskaffningsvédrden 35057 853 35057 853
Redovisat védrde 35057 853 35057 853
Intresseforetag Org.nr Site

STOFF AB 556952-9976 Stockholm

Antal andelar 24,30 24,30
Redovisat varde 35057 853 35057 853
Not 11 Transaktioner med narstaende 2022-12-31 2021-12-31

STOFF AB &r ett intresseforetag till férbundet. Férbundet hyr kanslilokaler av STOFF AB.

Not 12 Upplupna kostnader och férutbetalda intakter 2022-12-31 2021-12-31
Semesterloneskuld 1364 448 867 030
Forvaltningsarvode 309 363 335 766
Ovrigt 744 292 237 245

Summa upplupna kostnader och foérutbetalda intikter 2418103 1 440 041
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UNDERSKRIFTER

Stockholm den dag som framgar av vara elektroniska paskrifter

Lars Fresker Hans Bergvall
Styrelseordforande

Mats Thuresson Hans Lundgren
Hakan Jansson Jan Méller

Joakim Pukk Karl-Johan Larsson
Klas Hellstrom Kristina Lundstrom
Magnus Johansson Marie Meigard
Stefan Morin Tobias Danielsson
Ulf Hassgard

Var revisionsberéattelse har lamnats den dag som framgar av vara elektroniska paskrifter

Fredrik Sjélander Per-Martin Sternevi
Auktoriserad revisor Fortroendevald revisor
KPMG AB

Hampe Klein

Fortroendevald revisor

11011



Certificate Of Completion

Envelope Id: CCC01D8CFC774B52A788C9AFEG65FF 13

Subject: Complete with DocuSign: 802009-8987 Officersforbundet 20221231.pdf
Source Envelope:
Document Pages: 11 Signatures: 18
Certificate Pages: 11 Initials: O
AutoNav: Enabled

Envelopeld Stamping: Enabled

Time Zone: (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

Record Tracking

Status: Original
4/17/2023 5:13:21 PM

Holder: Annika Gestblom
annika.gestblom@kpmg.se

Signer Events Signature
Hakan Jansson Docusigned by:
Hakan.Jansson@officersforbundet.se [ 7
Security Level: Email, Account Authentication S506DETAME2422
(None)

Signature Adoption: Drawn on Device
Using IP Address: 78.79.169.146
Signed using mobile

Authentication Details

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification

Workflow Description: The signer will need to identify themselves with a valid government ID.

Identification Method: Electronic ID

Type of Electronic ID: BankID Sweden

Transaction Unique ID: 5f5de16f-9907-5687-84a2-89b620ecabca
Country or Region of ID: SE

Result: Passed

Performed: 4/19/2023 8:18:31 AM

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification

Workflow Description: The signer will need to identify themselves with a valid government ID.

Identification Method: Electronic ID

Type of Electronic ID: BankID Sweden

Transaction Unique ID: 5f5de16f-9907-5687-84a2-89b620ecabca
Country or Region of ID: SE

Result: Passed

Performed: 4/20/2023 1:32:15 PM

Electronic Record and Signature Disclosure:
Accepted: 4/19/2023 8:19:36 AM
ID: fdd41bab-d62b-43b2-b70b-a2629e1b268d

Hans Bergvall DocuSigned by:

frans WM

D94B33D0BA304F4..

Hans.Bergvall@officersforbundet.se

Security Level: Email, Account Authentication
(None)
Signature Adoption: Pre-selected Style

Using IP Address: 79.142.246.154

Authentication Details

DocuSign

Status: Completed

Envelope Originator:
Annika Gestblom

PO Box 50768

Malmé, SE -202 71
annika.gestblom@kpmg.se
IP Address: 195.84.56.2

Location: DocuSign

Timestamp

Sent: 4/18/2023 7:52:34 AM
Viewed: 4/19/2023 8:19:36 AM
Signed: 4/20/2023 1:35:53 PM

Sent: 4/18/2023 7:52:32 AM
Viewed: 4/18/2023 9:47:57 AM
Signed: 4/20/2023 1:32:04 PM



Signer Events Signature Timestamp

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: db895914-ae33-5146-97ff-271db3277a34
Country or Region of ID: SE
Result: Passed
Performed: 4/18/2023 9:47:36 AM

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: db895914-ae33-5146-97ff-271db3277a34
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 1:31:10 PM

Electronic Record and Signature Disclosure:
Accepted: 4/18/2023 9:47:57 AM
ID: a9dd8e9f-f38e-44f2-ac13-584c15b0baf3

Hans Lundgren DocuSloned by: Sent: 4/18/2023 7:52:34 AM
Hans.Lundgren@officersforbundet.se Kanns UM}{)VUA“ Viewed: 4/20/2023 7:22:40 PM
Security Level: Email, Account Authentication {25DIORABONAFT. Signed: 4/20/2023 7:23:13 PM
(None)

Signature Adoption: Pre-selected Style
Using IP Address: 94.234.112.24

Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: a5a6821c-dfdb-53b1-b76f-9e6¢18e73108
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 7:21:27 PM

Electronic Record and Signature Disclosure:
Accepted: 4/20/2023 7:22:40 PM
ID: cdf7b4aa-7a31-4bf4-93d0-74200a58b400

Jan Méller S Sent: 4/18/2023 7:52:35 AM
Jan.Moller@officersforbundet.se \ \f\}L:’ Viewed: 4/20/2023 1:35:40 PM
Security Level: Email, Account Authentication TCORCoRCRERBAFS Signed: 4/20/2023 1:37:04 PM
(None)

Signature Adoption: Drawn on Device
Using IP Address: 79.142.246.154

Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: c6c6692¢c-5902-5274-adad-ba0522679213
Country or Region of ID: SE
Result: Failed
Performed: 4/20/2023 1:34:13 PM



Signer Events Signature Timestamp

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: c6c6692c-5902-5274-adad-ba0522679213
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 1:35:12 PM

Electronic Record and Signature Disclosure:
Accepted: 4/20/2023 1:35:40 PM
ID: a4dc94ad-bb65-4ad1-8c88-8fce27e7cbac

Joakim Pukk Docusigned by: Sent: 4/18/2023 7:52:36 AM
Joakim.pukk@officersforbundet.se Joakim Pkl Viewed: 4/20/2023 1:32:52 PM
Security Level: Email, Account Authentication DTADACCTBTAZATS.. Signed: 4/20/2023 1:33:55 PM

(None)
Signature Adoption: Pre-selected Style

Using IP Address: 79.142.246.154

Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: dbbfbb77-8dca-58a5-a8b0-d508c3f5a750
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 1:32:07 PM

Electronic Record and Signature Disclosure:
Accepted: 4/20/2023 1:32:52 PM
ID: 506aff2d-5905-48a0-a61a-d7fa15c2e750

Karl-Johan Larsson DocuSigned by: Sent: 4/18/2023 7:52:37 AM
Karl-Johan.Larsson@officersforbundet.se ML’JOW (,msow Viewed: 4/20/2023 1:38:23 PM
Security Level: Email, Account Authentication FOBSADOSFECazs Signed: 4/20/2023 1:39:26 PM
(None)

Signature Adoption: Pre-selected Style
Using IP Address: 79.142.246.154

Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: 072b9597-412e-5f05-a180-7ceede2dc68e
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 1:38:03 PM

Electronic Record and Signature Disclosure:
Accepted: 4/20/2023 1:38:23 PM
ID: 1b65791b-d766-4e52-b59a-0c5ffe2356fe

Klas Hellstrsm Docusigned by: Sent: 4/18/2023 7:52:37 AM
klas.hellstrom@officersforbundet.se [ N Viewed: 4/20/2023 2:40:27 PM
Security Level: Email, Account Authentication ABOTTCESTAIE Signed: 4/20/2023 2:40:51 PM

(None)
Signature Adoption: Drawn on Device
Using IP Address: 213.100.201.30
Signed using mobile

Authentication Details



Signer Events Signature Timestamp

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: Oba1d512-2d23-5b95-9571-9f279ea7b2ff
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 2:40:09 PM

Electronic Record and Signature Disclosure:
Accepted: 4/20/2023 2:40:27 PM
ID: 688209e3-a228-49bb-8802-248868696ae7

Kristina Lundstrém DocuSigned by: Sent: 4/18/2023 7:52:38 AM
kristina.lundstrom@officersforbundet.se L"VISIHM UMNJIS{’VW Viewed: 4/20/2023 1:34:53 PM
Security Level: Email, Account Authentication {B41B0CFBIDIACS. Signed: 4/20/2023 1:35:49 PM
(None)

Signature Adoption: Pre-selected Style
Using IP Address: 79.142.246.154

Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: b6ebb94c-4101-51ee-9¢c2f-7d25db271b30
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 1:32:50 PM

Electronic Record and Signature Disclosure:
Accepted: 4/20/2023 1:34:53 PM
ID: 079037d0-ef96-4cfe-909e-8c0ac7515d1¢c

Magnus Johansson DocuSigned by: Sent: 4/18/2023 7:52:39 AM
magnus.johansson@officersforbundet.se $ jl)‘AAM/Swa Viewed: 4/20/2023 2:48:12 PM
Security Level: Email, Account Authentication BOOOCTSFSISTAAE.. Signed: 4/20/2023 2:49:31 PM

(None)
Signature Adoption: Pre-selected Style

Using IP Address: 94.234.118.70

Authentication Details

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: ffc2b95c-71c3-5e4f-bcf3-6607cb58b089
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 2:47:49 PM

Electronic Record and Signature Disclosure:
Accepted: 4/20/2023 2:48:12 PM
ID: 950d76dc-6190-4552-b69b-efce15da2748

Marie Meigard Docusigned by: Sent: 4/18/2023 7:52:40 AM
Marie.Meigard@officersforbundet.se Marie Mw)ﬂ‘%t Viewed: 4/18/2023 7:54:52 AM
Security Level: Email, Account Authentication BPOBCEEBA314458 Signed: 4/18/2023 7:55:46 AM
(None)

Signature Adoption: Pre-selected Style
Using IP Address: 89.233.198.255

Authentication Details



Signer Events Signature Timestamp

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: ffe1bd3c-624f-59a4-a8ac-c60357eef489
Country or Region of ID: SE
Result: Passed
Performed: 4/18/2023 7:54:27 AM

Electronic Record and Signature Disclosure:
Accepted: 4/18/2023 7:54:52 AM
ID: 3019f977-6bf1-4338-8319-€2402201afb4

Mats Thuresson DoctiSigned by: Sent: 4/18/2023 7:52:33 AM
Mats.Thuresson@officersforbundet.se "Mﬁ TtWLSSblA, Viewed: 4/20/2023 1:32:43 PM
Security Level: Email, Account Authentication Faco1FaTe2490 Signed: 4/20/2023 1:33:22 PM
(None)

Signature Adoption: Pre-selected Style
Using IP Address: 79.142.246.154

Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: 1c6ddbcb-07f9-5400-82bf-be5d13cc7a6f
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 1:32:06 PM

Electronic Record and Signature Disclosure:
Accepted: 4/20/2023 1:32:43 PM
ID: 72902991-e76a-490e-9909-3c05df567960

Stefan Morin °°°“5‘9"7’ by:. Sent: 4/18/2023 7:52:39 AM
Stefan.Morin@officersforbundet.se Viewed: 4/18/2023 8:09:25 AM
Security Level: Email, Account Authentication SDOBS2CBETIBHRS.. Signed: 4/18/2023 8:10:25 AM
(None)

Signature Adoption: Drawn on Device
Using IP Address: 83.251.101.68
Signed using mobile
Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: d3269cef-77a9-55b9-afb1-b1baa09a1641
Country or Region of ID: SE
Result: Passed
Performed: 4/18/2023 8:09:03 AM

Electronic Record and Signature Disclosure:
Accepted: 4/18/2023 8:09:25 AM
ID: 82c8270f-3c3e-40ad-b57b-0c1de21ad8d9

Tobias Danielsson DocuSigned by: Sent: 4/18/2023 7:52:41 AM
Tobias.Danielsson@officersforbundet.se /WIM DN/\ALLSSoVL, Viewed: 4/20/2023 1:40:25 PM
Security Level: Email, Account Authentication EF1DESOES302407 Signed: 4/20/2023 1:40:53 PM
(None)

Signature Adoption: Pre-selected Style
Using IP Address: 79.142.246.154

Authentication Details



Signer Events Signature Timestamp

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: 29345f24-d1d5-52e9-8329-6a2f3f82804f
Country or Region of ID: SE
Result: Passed
Performed: 4/20/2023 1:39:55 PM

Electronic Record and Signature Disclosure:
Accepted: 4/20/2023 1:40:25 PM
ID: 608f33b2-8bd4-4b02-9e63-d7f774d0aa38

UIf Hassgard PosuS NS b Sent: 4/18/2023 7:52:41 AM
ulf.hassgard@officersforbundet.se W 77“”""?"'”’" Viewed: 4/21/2023 12:09:55 PM
Security Level: Email, Account Authentication COBGFFOBAISCHD. Signed: 4/21/2023 12:12:58 PM

(None)
Signature Adoption: Pre-selected Style
Using IP Address: 94.234.102.213
Signed using mobile
Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: c5a2a986-98c8-579a-af78-43fe90focfd6
Country or Region of ID: SE
Result: Passed
Performed: 4/21/2023 12:09:28 PM

Electronic Record and Signature Disclosure:
Accepted: 4/21/2023 12:09:55 PM
ID: f47203a6-8421-4dde-9d04-89118bf1af74

Lars Fresker DecusSigned by; Sent: 4/21/2023 12:13:14 PM
Lars.Fresker@officersforbundet.se (ars Friskur Viewed: 4/21/2023 2:29:36 PM
Security Level: Email, Account Authentication OTCRACBETTT AT Signed: 4/21/2023 2:30:22 PM
(None)

Signature Adoption: Pre-selected Style
Using IP Address: 94.234.99.149
Signed using mobile
Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: cd1405d2-0775-535f-b160-de261f2c3356
Country or Region of ID: SE
Result: Passed
Performed: 4/21/2023 2:28:58 PM

Electronic Record and Signature Disclosure:
Accepted: 4/21/2023 2:29:36 PM
ID: 4f63ba96-77e3-45c4-984e-5a4cf7adbe19

Hampe Klein BocuSignedity: Sent: 4/21/2023 2:30:34 PM
Hampe.Klein@officersforbundet.se H’Mpb HMVL Viewed: 4/21/2023 7:50:38 PM
Security Level: Email, Account Authentication 149EBIESDBTDADS. Signed: 4/21/2023 7:51:11 PM
(None)

Signature Adoption: Pre-selected Style
Using IP Address: 81.225.253.130
Signed using mobile

Authentication Details



Signer Events Signature Timestamp

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: c32b3a8e-2ace-521a-bf05-1585e45326a1
Country or Region of ID: SE
Result: Passed
Performed: 4/21/2023 7:50:17 PM

Electronic Record and Signature Disclosure:
Accepted: 4/21/2023 7:50:38 PM
ID: 647df7e8-ff04-4b43-8bbb-754140c968ad

Per-Martin Sternevi DeciSignsd by: Sent: 4/21/2023 2:30:33 PM

Per-Martin.Sternevi@officersforbundet.se Viewed: 4/25/2023 9:04:22 AM
Security Level: Email, Account Authentication OOCEBAZSATBI403. Signed: 4/25/2023 9:04:59 AM
(None)

Signature Adoption: Pre-selected Style
Using IP Address: 94.234.98.14

Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocusSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: eef04a1e-e86f-584f-9ce7-7c6444ca3a69
Country or Region of ID: SE
Result: Passed
Performed: 4/25/2023 9:03:43 AM

Electronic Record and Signature Disclosure:
Accepted: 4/25/2023 9:04:22 AM
ID: e40e8cea-c9a8-42ec-b0a4-7ba1f3e9ad08

Fredrik Sjélander DocuSigned by: Sent: 4/25/2023 9:05:15 AM
Fredrik.Sjolander@kpmg.se Frednid Sjilander Viewed: 4/27/2023 3:20:18 PM
KPMG AB C2OFOOFBEDCTS.. Signed: 5/2/2023 1:38:17 PM
Security Level: Email, Account Authentication . .

(None) Signature Adoption: Pre-selected Style

Using IP Address: 90.231.195.169

Authentication Details
Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: 272a36aa-3413-5fd3-87b7-471c2b020a4f
Country or Region of ID: SE
Result: Passed
Performed: 4/27/2023 3:19:58 PM

Identity Verification Details:
Workflow ID: facedebc-e28d-4182-adbf-789fbd673b01
Workflow Name: DocuSign ID Verification
Workflow Description: The signer will need to identify themselves with a valid government ID.
Identification Method: Electronic ID
Type of Electronic ID: BankID Sweden
Transaction Unique ID: 272a36aa-3413-5fd3-87b7-471c2b020a4f
Country or Region of ID: SE
Result: Passed
Performed: 5/2/2023 1:37:52 PM

Electronic Record and Signature Disclosure:
Not Offered via DocuSign



In Person Signer Events
Editor Delivery Events
Agent Delivery Events
Intermediary Delivery Events
Certified Delivery Events
Carbon Copy Events
Witness Events

Notary Events

Envelope Summary Events

Envelope Sent
Certified Delivered
Signing Complete
Completed

Payment Events

Signature
Status
Status
Status
Status
Status
Signature
Signature

Status

Hashed/Encrypted
Security Checked
Security Checked
Security Checked

Status

Electronic Record and Signature Disclosure

Timestamp
Timestamp
Timestamp
Timestamp
Timestamp
Timestamp
Timestamp
Timestamp

Timestamps
4/18/2023 7:52:42 AM
4/27/2023 3:20:18 PM
5/2/2023 1:38:17 PM
5/2/2023 1:38:17 PM

Timestamps



Electronic Record and Signature Disclosure created on: 12/20/2022 3:49:32 PM
Parties agreed to: Hakan Jansson, Hans Bergvall, Hans Lundgren, Jan Méller, Joakim Pukk, Karl-Johan Larsson, Klas Hellstréom, Kristina Lundstrém, Magnus Johans

ELECTRONIC RECORD AND SIGNATURE DISCLOSURE

From time to time, KPMG AB (we, us or Company) may be required by law to provide to you
certain written notices or disclosures. Described below are the terms and conditions for providing
to you such notices and disclosures electronically through the DocuSign system. Please read the
information below carefully and thoroughly, and if you can access this information electronically
to your satisfaction and agree to this Electronic Record and Signature Disclosure (ERSD), please
confirm your agreement by selecting the check-box next to ‘I agree to use electronic records and
signatures’ before clicking ‘CONTINUE’ within the DocuSign system.

Getting paper copies

At any time, you may request from us a paper copy of any record provided or made available
electronically to you by us. You will have the ability to download and print documents we send
to you through the DocuSign system during and immediately after the signing session and, if you
elect to create a DocuSign account, you may access the documents for a limited period of time
(usually 30 days) after such documents are first sent to you. After such time, if you wish for us to
send you paper copies of any such documents from our office to you, you will be charged a
$0.00 per-page fee. You may request delivery of such paper copies from us by following the
procedure described below.

Withdrawing your consent

If you decide to receive notices and disclosures from us electronically, you may at any time
change your mind and tell us that thereafter you want to receive required notices and disclosures
only in paper format. How you must inform us of your decision to receive future notices and
disclosure in paper format and withdraw your consent to receive notices and disclosures
electronically is described below.

Consequences of changing your mind

If you elect to receive required notices and disclosures only in paper format, it will slow the
speed at which we can complete certain steps in transactions with you and delivering services to
you because we will need first to send the required notices or disclosures to you in paper format,
and then wait until we receive back from you your acknowledgment of your receipt of such
paper notices or disclosures. Further, you will no longer be able to use the DocuSign system to
receive required notices and consents electronically from us or to sign electronically documents
from us.

All notices and disclosures will be sent to you electronically



Unless you tell us otherwise in accordance with the procedures described herein, we will provide
electronically to you through the DocuSign system all required notices, disclosures,
authorizations, acknowledgements, and other documents that are required to be provided or made
available to you during the course of our relationship with you. To reduce the chance of you
inadvertently not receiving any notice or disclosure, we prefer to provide all of the required
notices and disclosures to you by the same method and to the same address that you have given
us. Thus, you can receive all the disclosures and notices electronically or in paper format through
the paper mail delivery system. If you do not agree with this process, please let us know as
described below. Please also see the paragraph immediately above that describes the
consequences of your electing not to receive delivery of the notices and disclosures
electronically from us.

How to contact KPMG AB:

You may contact us to let us know of your changes as to how we may contact you electronically,
to request paper copies of certain information from us, and to withdraw your prior consent to
receive notices and disclosures electronically as follows:

To contact us by email send messages to: dpreporting@kpmg.se

To advise KPMG AB of your new email address

To let us know of a change in your email address where we should send notices and disclosures
electronically to you, you must send an email message to us at dpreporting@kpmg.se and in the
body of such request you must state: your previous email address, your new email address. We
do not require any other information from you to change your email address.

If you created a DocuSign account, you may update it with your new email address through your
account preferences.

To request paper copies from KPMG AB

To request delivery from us of paper copies of the notices and disclosures previously provided
by us to you electronically, you must send us an email to dpreporting@kpmg.se and in the body
of such request you must state your email address, full name, mailing address, and telephone
number. We will bill you for any fees at that time, if any.

To withdraw your consent with KPMG AB

To inform us that you no longer wish to receive future notices and disclosures in electronic
format you may:



1. decline to sign a document from within your signing session, and on the subsequent page,
select the check-box indicating you wish to withdraw your consent, or you may;

ii. send us an email to dpreporting@kpmg.se and in the body of such request you must state your
email, full name, mailing address, and telephone number. We do not need any other information
from you to withdraw consent.. The consequences of your withdrawing consent for online
documents will be that transactions may take a longer time to process..

Required hardware and software
The minimum system requirements for using the DocuSign system may change over time. The

current system requirements are found here: https://support.docusign.com/guides/signer-guide-
signing-system-requirements.

Acknowledging your access and consent to receive and sign documents electronically

To confirm to us that you can access this information electronically, which will be similar to
other electronic notices and disclosures that we will provide to you, please confirm that you have
read this ERSD, and (i) that you are able to print on paper or electronically save this ERSD for
your future reference and access; or (ii) that you are able to email this ERSD to an email address
where you will be able to print on paper or save it for your future reference and access. Further,
if you consent to receiving notices and disclosures exclusively in electronic format as described
herein, then select the check-box next to ‘I agree to use electronic records and signatures’ before
clicking ‘“CONTINUE’ within the DocuSign system.

By selecting the check-box next to ‘I agree to use electronic records and signatures’, you confirm
that:

e You can access and read this Electronic Record and Signature Disclosure; and

e You can print on paper this Electronic Record and Signature Disclosure, or save or send
this Electronic Record and Disclosure to a location where you can print it, for future
reference and access; and

e Until or unless you notify KPMG AB as described above, you consent to receive
exclusively through electronic means all notices, disclosures, authorizations,
acknowledgements, and other documents that are required to be provided or made
available to you by KPMG AB during the course of your relationship with KPMG AB.



DocuSign Envelope |D: 98CDCFCO0-211B-4920-AAEE-84C6C3D416FC

Revisionsherattelse

Till Férbundsmétet i Officersférbundet, org. nr 802009-8987

Rapport om arsredovisningen

Uttalanden
Vi har utfort en revision av arsredovisningen for Officersférbundet for ar 2022.

Enligt var uppfattning har arsredovisningen upprattats i enlighet med arsredovisningslagen och ger en i alla vasentliga avseenden rattvisande
bild av féreningens finansiella stallning per den 31 december 2022 och av dess finansiella resultat for aret enligt arsredovisningslagen. For-
valtningsberattelsen ar férenlig med arsredovisningens &vriga delar.

Grund for uttalanden

Vi har utfort revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige. Vart ansvar enligt dessa standarder
beskrivs narmare i avsnittet Revisorns ansvar. Vi ar oberoende i forhallande till féreningen enligt god revisorssed i Sverige och har i 6vrigt
fullgjort vart yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrdckliga och andamalsenliga som grund for vara uttalanden.

Styrelsens ansvar

Det ar styrelsen som har ansvaret for att arsredovisningen uppréattas Vid upprattandet av arsredovisningen ansvarar styrelsen for bedém-
och att den ger en rattvisande bild enligt arsredovisningslagen. ningen av féreningens formaga att fortsatta verksamheten. Den
Styrelsen ansvarar aven for den interna kontroll som den bedémer ar upplyser, nar sa ar tillampligt, om férhallanden som kan paverka
noédvandig for att uppratta en arsredovisning som inte innehaller formagan att fortsatta verksamheten och att anvanda antagandet om
nagra vasentliga felaktigheter, vare sig dessa beror pa oegentlighet- fortsatt drift. Antagandet om fortsatt drift tilldampas dock inte om

er eller misstag. styrelsen avser att upplésa féreningen, upphdra med verksamheten

eller inte har nagot realistiskt alternativ till att géra nagot av detta.

Revisorns ansvar

Vara mal ar att uppna en rimlig grad av sakerhet om huruvida arsre-
dovisningen som helhet inte innehaller nagra vasentliga felaktigheter,
vare sig dessa beror pa oegentligheter eller misstag, och att lamna
en revisionsberattelse som innehaller vara uttalanden. Rimlig saker-

e utvarderar vi lampligheten i de redovisningsprinciper
som anvands och rimligheten i styrelsens uppskattningar i re-
dovisningen och tillhérande upplysningar.

het &r en hog grad av sakerhet, men ar ingen garanti for att en revis- _ drar vi en slutsats om lampligheten i att styrelsen
ion som utfors enligt ISA och god revisionssed i Sverige alltid kom- anvander antagandet om fortsatt drift vid upprattandet av arsre-
mer att upptacka en vasentlig felaktighet om en sadan finns. Felak- dovisningen. Vi drar ocksa en slutsats, med grund i de inham-
tigheter kan uppsta pa grund av oegentligheter eller misstag och tade revisionsbevisen, om huruvida det finns nadgon vasentlig
anses vara vasentliga om de enskilt eller tillsammans rimligen kan osakerhetsfaktor som avser saddana handelser eller forhallan-
forvantas paverka de ekonomiska beslut som anvandare fattar med den som kan leda till betydande tvivel om féreningens formaga
grund i arsredovisningen. att fortsatta verksamheten. Om vi drar slutsatsen att det finns
Som del av en revision enligt ISA anvander vi professionellt omdéme en vasentlig osékerhetsfaktor, maste vi i revisionsberéttelsen
och har en professionellt skeptisk instalining under hela revisionen. fasta uppmarksamheten pa upplysningarna i arsredovisningen
Dessutom: om den vasentliga osakerhetsfaktorn eller, om sadana upplys-
ningar ar ofillrackliga, modifiera uttalandet om arsredovisningen.
— identifierar och bedémer vi riskerna for vasentliga Vara slutsatser baseras pa de revisionsbevis som inhamtas
felaktigheter i arsredovisningen, vare sig dessa beror pa oe- fram till datumet for revisionsberattelsen. Dock kan framtida
gentligheter eller misstag, utformar och utfér granskningsatgar- handelser eller forhallanden gora att en forening inte langre kan
der bland annat utifran dessa risker och inhdmtar revisionsbevis fortsatta verksamheten.
som ar tillrackliga och &ndamalsenliga for att utgéra en grund . . . . .
for vara uttalanden. Risken for att inte upptécka en vasentlig — utvarderar vi den Gvergripande presentationen,
felaktighet till foljd av oegentligheter ar hdgre an for en vasentlig strukturen och innehallet i arsredovisningen, daribland upplys-
felaktighet som beror pa misstag, eftersom oegentligheter kan ningarna, och om arsredovisningen aterger de underliggande
innefatta agerande i maskopi, forfalskning, avsiktliga utelam- transaktionerna och handelserna pa ett sétt som ger en rattvi-
nanden, felaktig information eller asidoséattande av intern kon- sande bild.
troll.

Vi maste informera styrelsen om bland annat revisionens planerade
— skaffar vi oss en férstaelse av den del av féreningens omfattning och inriktning samt tidpunkten for den. Vi méaste ocksa

interna kontroll som har betydelse for var revision fér att utforma informera om betydelsefulla iakttagelser under revisionen, daribland
granskningsatgarder som ar lampliga med hansyn till omstan- de eventuella betydande brister i den interna kontrollen som vi identi-

digheterna, men inte for att uttala oss om effektiviteten i den in- fierat.
terna kontrollen.

Rapport om andra krav enligt lagar och andra férfattningar samt stadgar
Uttalande
Utdver var revision av arsredovisningen har vi aven utfort en revision av styrelsens forvaltning for Officersforbundet for ar 2022.

Vi tillstyrker att forbundsmoétet disponerar vinsten enligt det presenterade forslaget och beviljar styrelsens ledaméter ansvarsfrihet for raken-
skapsaret.

Revisionsberattelse Officersforbundet, org. nr 802009-8987, 2022 1(2)
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Grund for uttalande

Vi har utfort revisionen enligt god revisionssed i Sverige. Vart ansvar enligt denna beskrivs nédrmare i avsnittet Revisorns ansvar. Vi &r obero-
ende i forhallande till féreningen enligt god revisorssed i Sverige och har i 6vrigt fullgjort vart yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och andamalsenliga som grund for vart uttalande.

Styrelsens ansvar
Det ar styrelsen som har ansvaret for forvaltningen.

Revisorns ansvar

Vart mal betraffande revisionen av férvaltningen, och darmed vart
uttalande om ansvarsfrihet, ar att inhamta revisionsbevis for att med
en rimlig grad av sakerhet kunna bedéma om nagon styrelseledamot
i nagot vasentligt avseende foretagit nagon atgard eller gjort sig
skyldig till nagon férsummelse som kan foranleda ersattningsskyldig-
het mot féreningen.

Rimlig sékerhet ar en hog grad av sakerhet, men ingen garanti for att
en revision som utfors enligt god revisionssed i Sverige alltid kommer
att upptécka atgarder eller forsummelser som kan foéranleda ersatt-
ningsskyldighet mot féreningen.

Stockholm den 2023-05-02

KPMG AB

Fredrik Sjélander
Auktoriserad revisor

Revisionsberattelse Officersforbundet, org. nr 802009-8987, 2022

Som en del av en revision enligt god revisionssed i Sverige anvander
vi professionellt omddme och har en professionellt skeptisk install-
ning under hela revisionen. Granskningen av forvaltningen grundar
sig framst pa revisionen av rakenskaperna. Vilka tillkommande
granskningsatgarder som utfors baseras pa var professionella be-
démning med utgangspunkt i risk och vasentlighet. Det innebar att vi
fokuserar granskningen pa sadana atgarder, omraden och férhallan-
den som ar vasentliga for verksamheten och dar avsteg och dvertra-
delser skulle ha sarskild betydelse for foreningens situation. Vi gar
igenom och provar fattade beslut, beslutsunderlag, vidtagna atgarder
och andra foérhallanden som ar relevanta for vart uttalande om an-
svarsfrihet.
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OFFICERSFORBUNDET

STOCKHOLM OCH KARLSKRONA 2023-04-27

Revisionsberittelse 2022

Vi de fortroendevalda revisorerna, har granskat styrelsen och kansliets forvaltning av
forbundets verksamhet under 2022. Granskningen har fraimst omfattat forutsittningarna foér den
interna styrningen och kontrollen. En sérskild granskning har genomforts for att folja upp
forbundsstyrelsens hantering av 3BS drendet. De reflektioner som gjorts ér att férbundet leds i
god ordning och vi har ej funnit ndgon anledning till att foresla nagra fordndringar eller
oversyner av forbundets rutiner. Vara granskningar har sammanfattningsvis visat pa att

forbundets verksamhet har genomforts med tillfredstéllande intern styrning och kontroll.

Vi har under revisionsaret vid flera tillfdllen samverkat med forbundsordférande och

férbundsdirektoren.

Vi delar den auktoriserade revisorns beddmning sdsom den kommer till uttryck i dennes
revisionsberittelse (bifogas) for rdkenskapsaret 2022 och foreslar dérfor att forbundsmétet ger

styrelsens ledaméter och forbundsordféranden ansvarsfrihet for verksamhetséret 2022.

OFFICERSFORBUNDETS FORTROENDEVALDA REVISORER

SIGNERAS DIGITALT AV:
REVISOR, HAMPE KLEIN
REVISOR, PER-MARTIN STERNEVI
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-04-27 07:16:12.886863 UTC ±12 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      178.73.217.120

      

        GuzzleHttp/7

      

    

    		

      

        The initiator esignering.se (e) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-05-11 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-04-27 07:16:12.886863 UTC ±12 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+46708537240) to Hampe Klein (HK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-27 07:16:12.886863 UTC ±12 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+46703958583) to Per-Martin Sternevi (PS1). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-27 07:16:15.869835 UTC ±12 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Per-Martin Sternevi (PS1) was delivered.

      


    

  



  

  

    		2023-04-27 07:16:21.371738 UTC ±12 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      83.226.74.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/112.0.5615.70 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Per-Martin Sternevi (PS1) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-27 07:16:21.675399 UTC ±12 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Hampe Klein (HK) was delivered.

      


    

  



  

  

    		2023-04-27 07:16:34.321405 UTC ±12 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      83.226.74.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/112.0.5615.70 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Per-Martin Sternevi (PS1) changed the text in the text field “ID number” from 

  blank

 to 

  “198101022716”

.  

      


    

  



  

  

    		2023-04-27 07:16:39.593622 UTC ±12 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      83.226.74.62

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/112.0.5615.70 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Per-Martin Sternevi (PS1) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlJldmlzaW9uc2JlcsOkdHRlbHNlXzIwMjIiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ5MTY3NTk0NC4=












Data returned from 

  the BankID network

:

  
Name: Per Martin Sternevi

  
ID number: 

  198101022716



  
IP: 83.226.74.62




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-27 07:43:56.77952 UTC ±34 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      94.234.97.142

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Hampe Klein (HK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-27 07:45:20.378146 UTC ±35 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      94.234.97.142

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Hampe Klein (HK) changed the text in the text field “ID number” from 

  blank

 to 

  “196506142972”

.  

      


    

  



  

  

    		2023-04-27 07:45:20.84876 UTC ±35 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      94.234.97.142

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Hampe Klein (HK) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlJldmlzaW9uc2JlcsOkdHRlbHNlXzIwMjIiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ5MTY3NTk0NC4=












Data returned from 

  the BankID network

:

  
Name: Hampe Johannes Klein

  
ID number: 

  196506142972



  
IP: 90.129.217.114




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-27 07:45:20.84876 UTC ±35 ms

    		2023-04-27 07:02:32.685372 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.36 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈93.480%

		|e| < 5 ms: ≈99.977%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-03-16 14:35:54.570009 UTC and 2023-04-27 07:02:32.685372 UTC:







  		Time collected

  		Clock offset







  

    		2023-03-16 14:35:54.570009

    		0.7 ms

  





  

    		2023-03-16 15:35:56.964404

    		1.8 ms

  





  

    		2023-03-16 16:35:59.267123

    		1.9 ms

  





  

    		2023-03-16 17:36:03.282878

    		0.3 ms

  





  

    		2023-03-16 18:36:06.628692

    		-0.1 ms

  





  

    		2023-03-16 19:36:08.360183

    		-1.4 ms

  





  

    		2023-03-16 20:36:11.543489

    		-1.9 ms

  





  

    		2023-03-16 21:36:14.813136

    		-1.1 ms

  





  

    		2023-03-16 22:36:18.098626

    		-2.2 ms

  





  

    		2023-03-16 23:36:21.168905

    		-1.0 ms

  





  

    		2023-03-17 00:36:24.357439

    		-1.5 ms

  





  

    		2023-03-17 01:36:27.019806

    		0.6 ms

  





  

    		2023-03-17 02:36:29.33902

    		-0.9 ms

  





  

    		2023-03-17 03:36:32.421213

    		-0.2 ms

  





  

    		2023-03-17 04:36:34.905312

    		-0.2 ms

  





  

    		2023-03-17 05:36:36.599162

    		-0.3 ms

  





  

    		2023-03-17 06:36:39.886263

    		1.1 ms

  





  

    		2023-03-17 07:36:43.312505

    		-0.2 ms

  





  

    		2023-03-17 08:36:46.727536

    		-0.3 ms

  





  

    		2023-03-17 09:36:48.499181

    		1.4 ms

  





  

    		2023-03-17 10:36:51.639079

    		0.2 ms

  





  

    		2023-03-17 11:36:54.947638

    		0.4 ms

  





  

    		2023-03-17 12:36:56.550715

    		-1.2 ms

  





  

    		2023-03-17 13:36:59.342851

    		0.4 ms

  





  

    		2023-03-17 14:37:00.75155

    		0.9 ms

  





  

    		2023-03-17 15:37:02.94352

    		1.1 ms

  





  

    		2023-03-17 16:37:08.278832

    		0.7 ms

  





  

    		2023-03-17 17:37:11.322082

    		-0.9 ms

  





  

    		2023-03-17 18:37:13.744484

    		0.5 ms

  





  

    		2023-03-17 19:37:16.749154

    		-1.0 ms

  





  

    		2023-03-17 20:37:20.055089

    		-0.6 ms

  





  

    		2023-03-17 21:37:23.413092

    		0.1 ms

  





  

    		2023-03-17 22:37:26.093764

    		-0.1 ms

  





  

    		2023-03-17 23:37:27.835172

    		-0.2 ms

  





  

    		2023-03-18 00:37:31.786128

    		0.2 ms

  





  

    		2023-03-18 01:37:35.019048

    		0.4 ms

  





  

    		2023-03-18 02:37:38.445872

    		-0.3 ms

  





  

    		2023-03-18 03:37:41.871257

    		-0.6 ms

  





  

    		2023-03-18 04:37:43.629954

    		-0.1 ms

  





  

    		2023-03-18 05:37:45.310035

    		0.0 ms

  





  

    		2023-03-18 06:37:48.286446

    		-0.4 ms

  





  

    		2023-03-18 07:37:50.23598

    		0.6 ms

  





  

    		2023-03-18 08:37:52.287732

    		-0.2 ms

  





  

    		2023-03-18 09:37:53.996846

    		0.9 ms

  





  

    		2023-03-18 10:37:55.52121

    		0.2 ms

  





  

    		2023-03-18 11:37:57.085829

    		3.2 ms

  





  

    		2023-03-18 12:37:59.106548

    		3.3 ms

  





  

    		2023-03-18 13:38:00.890741

    		1.3 ms

  





  

    		2023-03-18 14:38:03.45151

    		-0.8 ms

  





  

    		2023-03-18 15:38:06.29288

    		5.0 ms

  





  

    		2023-03-18 16:38:09.007454

    		0.9 ms

  





  

    		2023-03-18 17:38:12.728067

    		-2.9 ms

  





  

    		2023-03-18 18:38:15.336597

    		-1.0 ms

  





  

    		2023-03-18 19:38:18.415119

    		-0.7 ms

  





  

    		2023-03-18 20:38:21.371929

    		0.9 ms

  





  

    		2023-03-18 21:38:24.833187

    		1.0 ms

  





  

    		2023-03-18 22:38:27.854024

    		-5.4 ms

  





  

    		2023-03-18 23:38:30.967955

    		-3.6 ms

  





  

    		2023-03-19 00:38:33.408511

    		-0.3 ms

  





  

    		2023-03-19 01:38:37.069139

    		0.5 ms

  





  

    		2023-03-19 02:38:40.750757

    		-1.2 ms

  





  

    		2023-03-19 03:38:44.220766

    		-0.2 ms

  





  

    		2023-03-19 04:38:47.619627

    		1.4 ms

  





  

    		2023-03-19 05:38:50.712986

    		1.2 ms

  





  

    		2023-03-19 06:38:52.427839

    		0.9 ms

  





  

    		2023-03-19 07:38:54.152003

    		0.0 ms

  





  

    		2023-03-19 08:38:55.55288

    		0.8 ms

  





  

    		2023-03-19 09:38:56.955062

    		-0.2 ms

  





  

    		2023-03-19 10:38:59.622768

    		1.3 ms

  





  

    		2023-03-19 11:39:01.274294

    		-0.8 ms

  





  

    		2023-03-19 12:39:04.417697

    		-0.7 ms

  





  

    		2023-03-19 13:39:07.185717

    		0.1 ms

  





  

    		2023-03-19 14:39:08.682688

    		-0.3 ms

  





  

    		2023-03-19 15:39:10.705009

    		-0.9 ms

  





  

    		2023-03-19 16:39:12.49715

    		1.3 ms

  





  

    		2023-03-19 17:39:15.068357

    		0.1 ms

  





  

    		2023-03-19 18:39:17.44664

    		-2.6 ms

  





  

    		2023-03-19 19:39:20.509859

    		-0.7 ms

  





  

    		2023-03-19 20:39:22.011508

    		0.5 ms

  





  

    		2023-03-19 21:39:25.156996

    		0.0 ms

  





  

    		2023-03-19 22:39:28.692485

    		0.5 ms

  





  

    		2023-03-19 23:39:32.533997

    		0.5 ms

  





  

    		2023-03-20 00:39:36.051905

    		0.2 ms

  





  

    		2023-03-20 01:39:39.368241

    		0.4 ms

  





  

    		2023-03-20 02:39:42.138667

    		0.7 ms

  





  

    		2023-03-20 03:39:44.531454

    		0.1 ms

  





  

    		2023-03-20 04:39:48.459827

    		0.4 ms

  





  

    		2023-03-20 05:39:51.702922

    		-0.2 ms

  





  

    		2023-03-20 06:39:54.668266

    		0.7 ms

  





  

    		2023-03-20 07:39:56.612386

    		-0.5 ms

  





  

    		2023-03-20 08:39:58.054901

    		3.6 ms

  





  

    		2023-03-20 09:39:59.573528

    		4.6 ms

  





  

    		2023-03-20 10:40:01.04912

    		0.7 ms

  





  

    		2023-03-20 11:40:03.602802

    		0.7 ms

  





  

    		2023-03-20 12:40:05.585469

    		0.0 ms

  





  

    		2023-03-20 13:40:07.140133

    		0.9 ms

  





  

    		2023-03-20 14:40:08.616528

    		2.1 ms

  





  

    		2023-03-20 15:40:10.117709

    		-0.1 ms

  





  

    		2023-03-20 16:40:12.05064

    		0.8 ms

  





  

    		2023-03-20 17:40:13.523972

    		0.3 ms

  





  

    		2023-03-20 18:40:16.769424

    		-2.7 ms

  





  

    		2023-03-20 19:40:20.329203

    		-3.2 ms

  





  

    		2023-03-20 20:40:23.041542

    		-1.9 ms

  





  

    		2023-03-20 21:40:25.809805

    		-1.1 ms

  





  

    		2023-03-20 22:40:27.974205

    		-0.5 ms

  





  

    		2023-03-20 23:40:31.459129

    		-1.3 ms

  





  

    		2023-03-21 00:40:33.106082

    		-2.0 ms

  





  

    		2023-03-21 01:40:34.860736

    		-0.8 ms

  





  

    		2023-03-21 02:40:38.069693

    		-0.4 ms

  





  

    		2023-03-21 03:40:41.585748

    		-1.2 ms

  





  

    		2023-03-21 04:40:43.04864

    		0.4 ms

  





  

    		2023-03-21 05:40:44.707989

    		0.5 ms

  





  

    		2023-03-21 06:40:46.453288

    		-1.5 ms

  





  

    		2023-03-21 07:40:48.832641

    		-3.2 ms

  





  

    		2023-03-21 08:40:50.349347

    		-3.5 ms

  





  

    		2023-03-21 09:40:52.427374

    		-1.3 ms

  





  

    		2023-03-21 10:40:54.314129

    		-0.9 ms

  





  

    		2023-03-21 11:40:55.767504

    		2.2 ms

  





  

    		2023-03-21 12:40:57.311285

    		0.4 ms

  





  

    		2023-03-21 13:40:59.045505

    		0.7 ms

  





  

    		2023-03-21 14:41:00.579201

    		2.1 ms

  





  

    		2023-03-21 15:41:02.689863

    		1.6 ms

  





  

    		2023-03-21 16:41:05.070682

    		0.3 ms

  





  

    		2023-03-21 17:41:07.964443

    		0.6 ms

  





  

    		2023-03-21 18:41:09.668579

    		0.0 ms

  





  

    		2023-03-21 19:41:12.805891

    		-0.1 ms

  





  

    		2023-03-21 20:41:16.116928

    		0.4 ms

  





  

    		2023-03-21 21:41:19.298922

    		-0.1 ms

  





  

    		2023-03-21 22:41:22.440579

    		0.7 ms

  





  

    		2023-03-21 23:41:25.734519

    		0.3 ms

  





  

    		2023-03-22 00:41:28.554669

    		0.1 ms

  





  

    		2023-03-22 01:41:32.139023

    		-1.1 ms

  





  

    		2023-03-22 02:41:35.057556

    		-1.2 ms

  





  

    		2023-03-22 03:41:36.537187

    		-1.5 ms

  





  

    		2023-03-22 04:41:38.787336

    		-1.5 ms

  





  

    		2023-03-22 05:41:41.215248

    		-1.0 ms

  





  

    		2023-03-22 06:41:43.970469

    		-0.2 ms

  





  

    		2023-03-22 07:41:45.514499

    		-0.5 ms

  





  

    		2023-03-22 08:41:47.658767

    		1.2 ms

  





  

    		2023-03-22 09:41:49.277214

    		-0.7 ms

  





  

    		2023-03-22 10:41:50.619749

    		0.9 ms

  





  

    		2023-03-22 11:41:52.758047

    		-0.2 ms

  





  

    		2023-03-22 12:41:54.924807

    		-1.2 ms

  





  

    		2023-03-22 13:41:56.974542

    		0.1 ms

  





  

    		2023-03-22 14:41:58.967587

    		0.7 ms

  





  

    		2023-03-22 15:42:00.864802

    		0.2 ms

  





  

    		2023-03-22 16:42:03.684653

    		0.1 ms

  





  

    		2023-03-22 17:42:05.991471

    		1.3 ms

  





  

    		2023-03-22 18:42:09.644413

    		-0.2 ms

  





  

    		2023-03-22 19:42:12.243138

    		2.9 ms

  





  

    		2023-03-22 20:42:15.348905

    		1.9 ms

  





  

    		2023-03-22 21:42:18.024648

    		2.0 ms

  





  

    		2023-03-22 22:42:21.119543

    		-1.4 ms

  





  

    		2023-03-22 23:42:24.393288

    		0.3 ms

  





  

    		2023-03-23 00:42:27.987126

    		1.4 ms

  





  

    		2023-03-23 01:42:31.190839

    		-0.1 ms

  





  

    		2023-03-23 02:42:34.76612

    		0.7 ms

  





  

    		2023-03-23 03:42:36.329122

    		0.8 ms

  





  

    		2023-03-23 04:42:38.273577

    		0.4 ms

  





  

    		2023-03-23 05:42:41.471659

    		0.0 ms

  





  

    		2023-03-23 06:42:43.97034

    		0.1 ms

  





  

    		2023-03-23 07:42:47.553172

    		0.3 ms

  





  

    		2023-03-23 08:42:49.074891

    		0.3 ms

  





  

    		2023-03-23 09:42:50.923676

    		0.5 ms

  





  

    		2023-03-23 10:42:52.535128

    		-0.8 ms

  





  

    		2023-03-23 11:42:55.388876

    		-0.7 ms

  





  

    		2023-03-23 12:42:58.312037

    		0.0 ms

  





  

    		2023-03-23 13:43:00.140892

    		0.6 ms

  





  

    		2023-03-23 14:43:02.413475

    		0.3 ms

  





  

    		2023-03-23 15:43:03.972154

    		1.8 ms

  





  

    		2023-03-23 16:43:05.972219

    		1.5 ms

  





  

    		2023-03-23 17:43:07.535667

    		-0.2 ms

  





  

    		2023-03-23 18:43:09.401741

    		-1.3 ms

  





  

    		2023-03-23 19:43:11.300871

    		-2.8 ms

  





  

    		2023-03-23 20:43:14.667385

    		-2.9 ms

  





  

    		2023-03-23 21:43:17.811076

    		-0.9 ms

  





  

    		2023-03-23 22:43:20.426562

    		0.0 ms

  





  

    		2023-03-23 23:43:23.230713

    		0.7 ms

  





  

    		2023-03-24 00:43:26.773373

    		1.9 ms

  





  

    		2023-03-24 01:43:29.705214

    		-0.4 ms

  





  

    		2023-03-24 02:43:32.599701

    		-1.4 ms

  





  

    		2023-03-24 03:43:35.010031

    		-0.7 ms

  





  

    		2023-03-24 04:43:37.65401

    		-1.0 ms

  





  

    		2023-03-24 05:43:40.64711

    		-1.4 ms

  





  

    		2023-03-24 06:43:43.808427

    		-1.1 ms

  





  

    		2023-03-24 07:43:46.679077

    		-0.1 ms

  





  

    		2023-03-24 08:43:48.806379

    		0.2 ms

  





  

    		2023-03-24 09:43:50.309027

    		-0.8 ms

  





  

    		2023-03-24 10:43:52.157721

    		-0.7 ms

  





  

    		2023-03-24 11:43:55.553009

    		0.4 ms

  





  

    		2023-03-24 12:43:56.953288

    		0.3 ms

  





  

    		2023-03-24 13:43:58.463712

    		1.3 ms

  





  

    		2023-03-24 14:44:00.731287

    		-0.1 ms

  





  

    		2023-03-24 15:44:03.336759

    		-0.2 ms

  





  

    		2023-03-24 16:44:05.856074

    		-0.5 ms

  





  

    		2023-03-24 17:44:07.619294

    		0.2 ms

  





  

    		2023-03-24 18:44:10.225752

    		-0.2 ms

  





  

    		2023-03-24 19:44:13.40472

    		1.2 ms

  





  

    		2023-03-24 20:44:17.047939

    		1.2 ms

  





  

    		2023-03-24 21:44:20.629186

    		0.8 ms

  





  

    		2023-03-24 22:44:24.202911

    		1.3 ms

  





  

    		2023-03-24 23:44:27.757197

    		0.1 ms

  





  

    		2023-03-25 00:44:31.183423

    		-0.4 ms

  





  

    		2023-03-25 01:44:33.152743

    		0.4 ms

  





  

    		2023-03-25 02:44:34.838428

    		-0.4 ms

  





  

    		2023-03-25 03:44:38.44591

    		1.2 ms

  





  

    		2023-03-25 04:44:41.542934

    		-1.3 ms

  





  

    		2023-03-25 05:44:45.326236

    		-0.6 ms

  





  

    		2023-03-25 06:44:48.326649

    		-0.1 ms

  





  

    		2023-03-25 07:44:50.032167

    		0.6 ms

  





  

    		2023-03-25 08:44:51.633131

    		0.3 ms

  





  

    		2023-03-25 09:44:53.437475

    		1.0 ms

  





  

    		2023-03-25 10:44:55.551852

    		-0.9 ms

  





  

    		2023-03-25 11:44:57.294589

    		0.0 ms

  





  

    		2023-03-25 12:44:58.72993

    		-0.1 ms

  





  

    		2023-03-25 13:45:00.842946

    		1.0 ms

  





  

    		2023-03-25 14:45:03.855477

    		-0.7 ms

  





  

    		2023-03-25 15:45:06.371242

    		-0.4 ms

  





  

    		2023-03-25 16:45:09.166391

    		0.6 ms

  





  

    		2023-03-25 17:45:10.627531

    		-1.8 ms

  





  

    		2023-03-25 18:45:12.128685

    		0.6 ms

  





  

    		2023-03-25 19:45:14.040603

    		-0.2 ms

  





  

    		2023-03-25 20:45:16.006356

    		-0.8 ms

  





  

    		2023-03-25 21:45:17.478736

    		-0.4 ms

  





  

    		2023-03-25 22:45:19.587825

    		0.8 ms

  





  

    		2023-03-25 23:45:22.266262

    		1.2 ms

  





  

    		2023-03-26 00:45:24.640753

    		-0.5 ms

  





  

    		2023-03-26 01:45:27.714494

    		-0.4 ms

  





  

    		2023-03-26 02:45:30.59915

    		1.2 ms

  





  

    		2023-03-26 03:45:33.961224

    		2.4 ms

  





  

    		2023-03-26 04:45:37.102399

    		2.1 ms

  





  

    		2023-03-26 05:45:39.775537

    		1.5 ms

  





  

    		2023-03-26 06:45:42.648765

    		0.8 ms

  





  

    		2023-03-26 07:45:46.66588

    		-1.4 ms

  





  

    		2023-03-26 08:45:49.484512

    		-0.5 ms

  





  

    		2023-03-26 09:45:51.489289

    		-0.4 ms

  





  

    		2023-03-26 10:45:52.90026

    		1.4 ms

  





  

    		2023-03-26 11:45:55.563736

    		0.2 ms

  





  

    		2023-03-26 12:45:58.787136

    		-0.7 ms

  





  

    		2023-03-26 13:46:02.242419

    		-0.4 ms

  





  

    		2023-03-26 14:46:06.300317

    		-0.6 ms

  





  

    		2023-03-26 15:46:08.363678

    		-1.3 ms

  





  

    		2023-03-26 16:46:10.072008

    		-1.7 ms

  





  

    		2023-03-26 17:46:13.464428

    		-0.9 ms

  





  

    		2023-03-26 18:46:16.502829

    		-2.4 ms

  





  

    		2023-03-26 19:46:19.679692

    		-0.3 ms

  





  

    		2023-03-26 20:46:22.402344

    		0.1 ms

  





  

    		2023-03-26 21:46:24.87135

    		1.3 ms

  





  

    		2023-03-26 22:46:27.871254

    		1.7 ms

  





  

    		2023-03-26 23:46:31.035785

    		1.7 ms

  





  

    		2023-03-27 00:46:33.772154

    		1.1 ms

  





  

    		2023-03-27 01:46:36.735641

    		0.0 ms

  





  

    		2023-03-27 02:46:39.552274

    		-0.5 ms

  





  

    		2023-03-27 03:46:42.264459

    		-1.5 ms

  





  

    		2023-03-27 04:46:43.96923

    		-1.1 ms

  





  

    		2023-03-27 05:46:46.718574

    		-0.8 ms

  





  

    		2023-03-27 06:46:50.638169

    		-1.3 ms

  





  

    		2023-03-27 07:46:52.156164

    		-1.3 ms

  





  

    		2023-03-27 08:46:53.749605

    		1.0 ms

  





  

    		2023-03-27 09:46:56.446668

    		-0.4 ms

  





  

    		2023-03-27 10:46:58.683583

    		0.0 ms

  





  

    		2023-03-27 11:47:00.340195

    		0.3 ms

  





  

    		2023-03-27 12:47:02.02

    		-1.5 ms

  





  

    		2023-03-27 13:47:03.464775

    		-0.4 ms

  





  

    		2023-03-27 14:47:05.657088

    		1.2 ms

  





  

    		2023-03-27 15:47:07.48018

    		1.7 ms

  





  

    		2023-03-27 16:47:08.889778

    		0.1 ms

  





  

    		2023-03-27 17:47:10.23122

    		0.4 ms

  





  

    		2023-03-27 18:47:11.962493

    		0.2 ms

  





  

    		2023-03-27 19:47:13.48129

    		0.6 ms

  





  

    		2023-03-27 20:47:15.546234

    		-0.2 ms

  





  

    		2023-03-27 21:47:17.922293

    		-1.2 ms

  





  

    		2023-03-27 22:47:20.811682

    		0.1 ms

  





  

    		2023-03-27 23:47:23.379089

    		0.8 ms

  





  

    		2023-03-28 00:47:25.650242

    		-1.4 ms

  





  

    		2023-03-28 01:47:27.53048

    		0.4 ms

  





  

    		2023-03-28 02:47:30.159584

    		-0.3 ms

  





  

    		2023-03-28 03:47:32.809932

    		0.3 ms

  





  

    		2023-03-28 04:47:35.864398

    		0.4 ms

  





  

    		2023-03-28 05:47:37.330196

    		3.8 ms

  





  

    		2023-03-28 06:47:40.819226

    		3.2 ms

  





  

    		2023-03-28 07:47:42.147339

    		-0.6 ms

  





  

    		2023-03-28 08:47:44.007651

    		0.5 ms

  





  

    		2023-03-28 09:47:45.713061

    		24.5 ms

  





  

    		2023-03-28 10:47:47.264051

    		-5.1 ms

  





  

    		2023-03-28 11:47:48.60797

    		-8.5 ms

  





  

    		2023-03-28 12:47:50.101931

    		-31.5 ms

  





  

    		2023-03-28 13:47:53.237636

    		4.4 ms

  





  

    		2023-03-28 14:47:54.835297

    		-1.0 ms

  





  

    		2023-03-28 15:47:58.440782

    		-2.7 ms

  





  

    		2023-03-28 16:48:00.869656

    		0.1 ms

  





  

    		2023-03-28 17:48:02.267469

    		3.3 ms

  





  

    		2023-03-28 18:48:03.951901

    		3.8 ms

  





  

    		2023-03-28 19:48:06.752605

    		2.4 ms

  





  

    		2023-03-28 20:48:08.381025

    		-3.0 ms

  





  

    		2023-03-28 21:48:10.23817

    		-0.6 ms

  





  

    		2023-03-28 22:48:13.765661

    		0.0 ms

  





  

    		2023-03-28 23:48:17.111965

    		2.4 ms

  





  

    		2023-03-29 00:48:20.036782

    		2.9 ms

  





  

    		2023-03-29 01:48:23.685826

    		-0.8 ms

  





  

    		2023-03-29 02:48:26.771429

    		-4.1 ms

  





  

    		2023-03-29 03:48:30.009024

    		1.4 ms

  





  

    		2023-03-29 04:48:33.115259

    		0.9 ms

  





  

    		2023-03-29 05:48:36.179301

    		1.1 ms

  





  

    		2023-03-29 06:48:37.997674

    		-1.0 ms

  





  

    		2023-03-29 07:48:40.142118

    		1.5 ms

  





  

    		2023-03-29 08:48:41.74983

    		-2.6 ms

  





  

    		2023-03-29 09:48:43.242795

    		-1.4 ms

  





  

    		2023-03-29 10:48:45.192847

    		1.7 ms

  





  

    		2023-03-29 11:48:47.237898

    		0.5 ms

  





  

    		2023-03-29 12:48:49.07604

    		0.8 ms

  





  

    		2023-03-29 13:48:50.621241

    		3.0 ms

  





  

    		2023-03-29 14:48:52.146428

    		0.3 ms

  





  

    		2023-03-29 15:48:53.568106

    		0.4 ms

  





  

    		2023-03-29 16:48:55.027664

    		-1.5 ms

  





  

    		2023-03-29 17:48:56.567047

    		-2.4 ms

  





  

    		2023-03-29 18:48:58.544457

    		-0.9 ms

  





  

    		2023-03-29 19:49:01.577164

    		-0.9 ms

  





  

    		2023-03-29 20:49:04.662138

    		-1.1 ms

  





  

    		2023-03-29 21:49:07.725296

    		0.0 ms

  





  

    		2023-03-29 22:49:10.521192

    		-0.1 ms

  





  

    		2023-03-29 23:49:13.520903

    		-0.9 ms

  





  

    		2023-03-30 00:49:15.859771

    		-2.3 ms

  





  

    		2023-03-30 01:49:19.078881

    		-1.1 ms

  





  

    		2023-03-30 02:49:21.947796

    		-1.2 ms

  





  

    		2023-03-30 03:49:24.855185

    		0.0 ms

  





  

    		2023-03-30 04:49:26.382404

    		-0.6 ms

  





  

    		2023-03-30 05:49:28.542559

    		-0.7 ms

  





  

    		2023-03-30 06:49:30.796677

    		-0.5 ms

  





  

    		2023-03-30 07:49:32.343819

    		-1.5 ms

  





  

    		2023-03-30 08:49:33.780236

    		-0.4 ms

  





  

    		2023-03-30 09:49:35.369554

    		1.7 ms

  





  

    		2023-03-30 10:49:36.866733

    		0.0 ms

  





  

    		2023-03-30 11:49:38.502316

    		2.1 ms

  





  

    		2023-03-30 12:49:40.457087

    		1.4 ms

  





  

    		2023-03-30 13:49:42.093625

    		0.9 ms

  





  

    		2023-03-30 14:49:44.109144

    		1.7 ms

  





  

    		2023-03-30 15:49:46.119951

    		1.3 ms

  





  

    		2023-03-30 16:49:47.699878

    		2.0 ms

  





  

    		2023-03-30 17:49:49.8857

    		-0.5 ms

  





  

    		2023-03-30 18:49:52.510816

    		-0.5 ms

  





  

    		2023-03-30 19:49:55.369408

    		-0.7 ms

  





  

    		2023-03-30 20:49:57.026721

    		0.4 ms

  





  

    		2023-03-30 21:50:00.312813

    		-0.8 ms

  





  

    		2023-03-30 22:50:01.729179

    		0.1 ms

  





  

    		2023-03-30 23:50:05.095386

    		-0.5 ms

  





  

    		2023-03-31 00:50:08.054561

    		-0.6 ms

  





  

    		2023-03-31 01:50:11.127097

    		-1.0 ms

  





  

    		2023-03-31 02:50:14.646802

    		-0.4 ms

  





  

    		2023-03-31 03:50:17.735554

    		-0.5 ms

  





  

    		2023-03-31 04:50:19.44654

    		0.2 ms

  





  

    		2023-03-31 05:50:22.652669

    		0.9 ms

  





  

    		2023-03-31 06:50:24.40998

    		0.6 ms

  





  

    		2023-03-31 07:50:28.670947

    		0.4 ms

  





  

    		2023-03-31 08:50:30.259531

    		0.2 ms

  





  

    		2023-03-31 09:50:31.656114

    		0.5 ms

  





  

    		2023-03-31 10:50:35.316384

    		-0.3 ms

  





  

    		2023-03-31 11:50:37.653204

    		0.3 ms

  





  

    		2023-03-31 12:50:39.08389

    		1.0 ms

  





  

    		2023-03-31 13:50:40.479179

    		-0.3 ms

  





  

    		2023-03-31 14:50:42.773094

    		0.1 ms

  





  

    		2023-03-31 15:50:45.083953

    		0.4 ms

  





  

    		2023-03-31 16:50:48.355994

    		0.0 ms

  





  

    		2023-03-31 17:50:51.835668

    		0.2 ms

  





  

    		2023-03-31 18:50:55.011398

    		-2.9 ms

  





  

    		2023-03-31 19:50:56.362821

    		-0.9 ms

  





  

    		2023-03-31 20:51:00.10237

    		-0.6 ms

  





  

    		2023-03-31 21:51:02.329095

    		-2.1 ms

  





  

    		2023-03-31 22:51:04.323629

    		-0.4 ms

  





  

    		2023-03-31 23:51:05.992322

    		-2.1 ms

  





  

    		2023-04-01 00:51:08.849369

    		-0.3 ms

  





  

    		2023-04-01 01:51:12.351572

    		-1.6 ms

  





  

    		2023-04-01 02:51:15.244356

    		-0.8 ms

  





  

    		2023-04-01 03:51:16.683954

    		-1.2 ms

  





  

    		2023-04-01 04:51:18.774346

    		-0.8 ms

  





  

    		2023-04-01 05:51:20.611964

    		1.3 ms

  





  

    		2023-04-01 06:51:23.57336

    		0.8 ms

  





  

    		2023-04-01 07:51:25.535183

    		1.8 ms

  





  

    		2023-04-01 08:51:27.280115

    		1.3 ms

  





  

    		2023-04-01 09:51:28.787844

    		-0.2 ms

  





  

    		2023-04-01 10:51:30.601823

    		0.1 ms

  





  

    		2023-04-01 11:51:32.030087

    		-0.4 ms

  





  

    		2023-04-01 12:51:33.988428

    		1.6 ms

  





  

    		2023-04-01 13:51:35.783644

    		-0.4 ms

  





  

    		2023-04-01 14:51:39.979407

    		-0.7 ms

  





  

    		2023-04-01 15:51:43.064293

    		-0.5 ms

  





  

    		2023-04-01 16:51:46.574174

    		0.4 ms

  





  

    		2023-04-01 17:51:49.568253

    		-0.7 ms

  





  

    		2023-04-01 18:51:53.135618

    		-1.4 ms

  





  

    		2023-04-01 19:51:55.058197

    		1.1 ms

  





  

    		2023-04-01 20:51:56.616327

    		-1.9 ms

  





  

    		2023-04-01 21:51:58.817241

    		2.0 ms

  





  

    		2023-04-01 22:52:00.277737

    		-0.2 ms

  





  

    		2023-04-01 23:52:03.487389

    		-0.3 ms

  





  

    		2023-04-02 00:52:06.866796

    		-0.2 ms

  





  

    		2023-04-02 01:52:09.848932

    		-0.3 ms

  





  

    		2023-04-02 02:52:12.675908

    		-1.9 ms

  





  

    		2023-04-02 03:52:14.072396

    		-0.1 ms

  





  

    		2023-04-02 04:52:16.01047

    		-1.5 ms

  





  

    		2023-04-02 05:52:17.49748

    		-2.1 ms

  





  

    		2023-04-02 06:52:20.514626

    		-0.2 ms

  





  

    		2023-04-02 07:52:22.516716

    		0.8 ms

  





  

    		2023-04-02 08:52:24.029875

    		0.8 ms

  





  

    		2023-04-02 09:52:27.459066

    		0.4 ms

  





  

    		2023-04-02 10:52:28.911351

    		0.9 ms

  





  

    		2023-04-02 11:52:30.555065

    		0.3 ms

  





  

    		2023-04-02 12:52:31.953831

    		0.8 ms

  





  

    		2023-04-02 13:52:33.979168

    		0.2 ms

  





  

    		2023-04-02 14:52:35.851986

    		0.4 ms

  





  

    		2023-04-02 15:52:38.205536

    		1.6 ms

  





  

    		2023-04-02 16:52:40.981429

    		1.0 ms

  





  

    		2023-04-02 17:52:43.019123

    		0.9 ms

  





  

    		2023-04-02 18:52:44.681749

    		0.7 ms

  





  

    		2023-04-02 19:52:46.207983

    		0.1 ms

  





  

    		2023-04-02 20:52:49.98712

    		-0.9 ms

  





  

    		2023-04-02 21:52:53.211696

    		-0.2 ms

  





  

    		2023-04-02 22:52:56.00642

    		-0.2 ms

  





  

    		2023-04-02 23:52:57.978773

    		-1.1 ms

  





  

    		2023-04-03 00:52:59.361032

    		-0.4 ms

  





  

    		2023-04-03 01:53:01.204779

    		-1.5 ms

  





  

    		2023-04-03 02:53:03.362734

    		-1.4 ms

  





  

    		2023-04-03 03:53:04.95085

    		-0.2 ms

  





  

    		2023-04-03 04:53:07.232844

    		-0.7 ms

  





  

    		2023-04-03 05:53:09.0678

    		1.0 ms

  





  

    		2023-04-03 06:53:10.677794

    		1.1 ms

  





  

    		2023-04-03 07:53:13.23667

    		0.5 ms

  





  

    		2023-04-03 08:53:14.763252

    		0.1 ms

  





  

    		2023-04-03 09:53:17.41572

    		-0.4 ms

  





  

    		2023-04-03 10:53:19.362131

    		1.1 ms

  





  

    		2023-04-03 11:53:20.798277

    		0.0 ms

  





  

    		2023-04-03 12:53:23.265932

    		0.5 ms

  





  

    		2023-04-03 13:53:25.060794

    		1.5 ms

  





  

    		2023-04-03 14:53:26.664868

    		0.3 ms

  





  

    		2023-04-03 15:53:28.64723

    		1.6 ms

  





  

    		2023-04-03 16:53:32.050126

    		1.9 ms

  





  

    		2023-04-03 17:53:34.869943

    		2.3 ms

  





  

    		2023-04-03 18:53:37.841462

    		-11.0 ms

  





  

    		2023-04-03 19:53:40.710356

    		-0.3 ms

  





  

    		2023-04-03 20:53:43.96358

    		-0.9 ms

  





  

    		2023-04-03 21:53:47.06432

    		0.2 ms

  





  

    		2023-04-03 22:53:49.798491

    		1.6 ms

  





  

    		2023-04-03 23:53:52.130613

    		13.3 ms

  





  

    		2023-04-04 00:53:55.21899

    		0.5 ms

  





  

    		2023-04-04 01:53:56.852678

    		7.9 ms

  





  

    		2023-04-04 02:53:58.715589

    		-7.4 ms

  





  

    		2023-04-04 03:54:00.200283

    		-5.5 ms

  





  

    		2023-04-04 04:54:01.912092

    		-0.7 ms

  





  

    		2023-04-04 05:54:05.009435

    		-11.6 ms

  





  

    		2023-04-04 06:54:06.698052

    		0.4 ms

  





  

    		2023-04-04 07:54:09.110304

    		-16.9 ms

  





  

    		2023-04-04 08:54:10.67647

    		1.1 ms

  





  

    		2023-04-04 09:54:12.474001

    		0.7 ms

  





  

    		2023-04-04 10:54:14.245805

    		-2.1 ms

  





  

    		2023-04-04 11:54:15.779554

    		0.2 ms

  





  

    		2023-04-04 12:54:18.228769

    		-0.5 ms

  





  

    		2023-04-04 13:54:20.261299

    		1.1 ms

  





  

    		2023-04-04 14:54:22.403258

    		0.0 ms

  





  

    		2023-04-04 15:54:24.047294

    		1.8 ms

  





  

    		2023-04-04 16:54:27.000864

    		11.8 ms

  





  

    		2023-04-04 17:54:29.343921

    		13.1 ms

  





  

    		2023-04-04 18:54:32.432615

    		5.1 ms

  





  

    		2023-04-04 19:54:34.633958

    		1.1 ms

  





  

    		2023-04-04 20:54:36.458594

    		-1.0 ms

  





  

    		2023-04-04 21:54:39.004516

    		-1.3 ms

  





  

    		2023-04-04 22:54:42.064706

    		-2.8 ms

  





  

    		2023-04-04 23:54:45.279536

    		-0.7 ms

  





  

    		2023-04-05 00:54:48.13642

    		-0.4 ms

  





  

    		2023-04-05 01:54:50.895727

    		-0.3 ms

  





  

    		2023-04-05 02:54:53.860062

    		-2.4 ms

  





  

    		2023-04-05 03:54:57.856828

    		1.3 ms

  





  

    		2023-04-05 04:55:00.943915

    		-0.7 ms

  





  

    		2023-04-05 05:55:03.86929

    		-0.5 ms

  





  

    		2023-04-05 06:55:05.839262

    		4.1 ms

  





  

    		2023-04-05 07:55:07.467653

    		-6.9 ms

  





  

    		2023-04-05 08:55:09.841851

    		1.1 ms

  





  

    		2023-04-05 09:55:11.677834

    		1.2 ms

  





  

    		2023-04-05 10:55:13.67596

    		1.5 ms

  





  

    		2023-04-05 11:55:15.285795

    		-6.5 ms

  





  

    		2023-04-05 12:55:17.741854

    		-2.3 ms

  





  

    		2023-04-05 13:55:20.238977

    		1.1 ms

  





  

    		2023-04-05 14:55:21.673419

    		-0.6 ms

  





  

    		2023-04-05 15:55:23.636027

    		-1.2 ms

  





  

    		2023-04-05 16:55:26.373652

    		-2.0 ms

  





  

    		2023-04-05 17:55:28.078285

    		0.2 ms

  





  

    		2023-04-05 18:55:29.640799

    		-3.0 ms

  





  

    		2023-04-05 19:55:32.850492

    		-1.9 ms

  





  

    		2023-04-05 20:55:36.338772

    		-1.5 ms

  





  

    		2023-04-05 21:55:39.778738

    		2.2 ms

  





  

    		2023-04-05 22:55:42.588841

    		-0.7 ms

  





  

    		2023-04-05 23:55:46.117032

    		-1.4 ms

  





  

    		2023-04-06 00:55:49.549348

    		-2.7 ms

  





  

    		2023-04-06 01:55:52.652855

    		-1.6 ms

  





  

    		2023-04-06 02:55:56.478074

    		-0.8 ms

  





  

    		2023-04-06 03:55:59.681425

    		-1.4 ms

  





  

    		2023-04-06 04:56:01.428073

    		-1.1 ms

  





  

    		2023-04-06 05:56:03.436502

    		0.5 ms

  





  

    		2023-04-06 06:56:06.515282

    		2.0 ms

  





  

    		2023-04-06 07:56:09.532652

    		3.4 ms

  





  

    		2023-04-06 08:56:12.859969

    		-23.5 ms

  





  

    		2023-04-06 09:56:14.906976

    		0.2 ms

  





  

    		2023-04-06 10:56:16.741507

    		1.3 ms

  





  

    		2023-04-06 11:56:18.402385

    		0.3 ms

  





  

    		2023-04-06 12:56:20.402031

    		-5.7 ms

  





  

    		2023-04-06 13:56:22.561964

    		1.8 ms

  





  

    		2023-04-06 14:56:24.404193

    		-0.3 ms

  





  

    		2023-04-06 15:56:25.783783

    		-1.0 ms

  





  

    		2023-04-06 16:56:27.545395

    		1.0 ms

  





  

    		2023-04-06 17:56:29.008529

    		2.0 ms

  





  

    		2023-04-06 18:56:31.429415

    		1.1 ms

  





  

    		2023-04-06 19:56:34.462263

    		0.8 ms

  





  

    		2023-04-06 20:56:37.569067

    		0.4 ms

  





  

    		2023-04-06 21:56:41.121148

    		-1.9 ms

  





  

    		2023-04-06 22:56:44.466487

    		-3.2 ms

  





  

    		2023-04-06 23:56:48.105339

    		-3.6 ms

  





  

    		2023-04-07 00:56:50.894419

    		-3.7 ms

  





  

    		2023-04-07 01:56:53.794413

    		-3.0 ms

  





  

    		2023-04-07 02:56:56.908691

    		-0.8 ms

  





  

    		2023-04-07 03:56:59.695865

    		0.0 ms

  





  

    		2023-04-07 04:57:02.371232

    		-0.5 ms

  





  

    		2023-04-07 05:57:05.317173

    		0.1 ms

  





  

    		2023-04-07 06:57:08.305757

    		0.5 ms

  





  

    		2023-04-07 07:57:11.33675

    		0.3 ms

  





  

    		2023-04-07 08:57:14.327492

    		-0.4 ms

  





  

    		2023-04-07 09:57:17.553612

    		1.9 ms

  





  

    		2023-04-07 10:57:20.467493

    		2.6 ms

  





  

    		2023-04-07 11:57:23.506186

    		1.5 ms

  





  

    		2023-04-07 12:57:25.644652

    		0.7 ms

  





  

    		2023-04-07 13:57:28.533543

    		0.6 ms

  





  

    		2023-04-07 14:57:31.744982

    		-0.1 ms

  





  

    		2023-04-07 15:57:34.411584

    		0.1 ms

  





  

    		2023-04-07 16:57:36.626577

    		-3.0 ms

  





  

    		2023-04-07 17:57:40.435505

    		-0.8 ms

  





  

    		2023-04-07 18:57:44.14847

    		1.2 ms

  





  

    		2023-04-07 19:57:47.231613

    		0.8 ms

  





  

    		2023-04-07 20:57:49.999449

    		0.1 ms

  





  

    		2023-04-07 21:57:53.540783

    		-1.1 ms

  





  

    		2023-04-07 22:57:56.875217

    		-1.5 ms

  





  

    		2023-04-07 23:57:59.320981

    		0.2 ms

  





  

    		2023-04-08 00:58:01.961532

    		-0.1 ms

  





  

    		2023-04-08 01:58:03.93714

    		-3.2 ms

  





  

    		2023-04-08 02:58:06.923838

    		-1.3 ms

  





  

    		2023-04-08 03:58:09.68659

    		1.2 ms

  





  

    		2023-04-08 04:58:12.981836

    		1.7 ms

  





  

    		2023-04-08 05:58:15.875832

    		-0.9 ms

  





  

    		2023-04-08 06:58:19.228958

    		0.4 ms

  





  

    		2023-04-08 07:58:21.952672

    		1.4 ms

  





  

    		2023-04-08 08:58:25.371756

    		1.7 ms

  





  

    		2023-04-08 09:58:28.483019

    		0.6 ms

  





  

    		2023-04-08 10:58:30.781892

    		0.6 ms

  





  

    		2023-04-08 11:58:33.903897

    		1.1 ms

  





  

    		2023-04-08 12:58:35.352992

    		-0.4 ms

  





  

    		2023-04-08 13:58:37.261186

    		0.3 ms

  





  

    		2023-04-08 14:58:39.046738

    		-0.6 ms

  





  

    		2023-04-08 15:58:40.630791

    		-1.3 ms

  





  

    		2023-04-08 16:58:43.336963

    		0.0 ms

  





  

    		2023-04-08 17:58:44.955216

    		0.3 ms

  





  

    		2023-04-08 18:58:46.897562

    		0.4 ms

  





  

    		2023-04-08 19:58:50.032766

    		-0.2 ms

  





  

    		2023-04-08 20:58:52.893802

    		0.1 ms

  





  

    		2023-04-08 21:58:55.9942

    		-0.2 ms

  





  

    		2023-04-08 22:58:58.79454

    		-0.4 ms

  





  

    		2023-04-08 23:59:01.649397

    		0.5 ms

  





  

    		2023-04-09 00:59:04.702008

    		-0.6 ms

  





  

    		2023-04-09 01:59:08.074465

    		1.1 ms

  





  

    		2023-04-09 02:59:11.697513

    		0.8 ms

  





  

    		2023-04-09 03:59:14.916192

    		-0.9 ms

  





  

    		2023-04-09 04:59:17.591269

    		-0.1 ms

  





  

    		2023-04-09 05:59:20.910266

    		0.7 ms

  





  

    		2023-04-09 06:59:23.975488

    		1.2 ms

  





  

    		2023-04-09 07:59:27.491471

    		1.3 ms

  





  

    		2023-04-09 08:59:28.940324

    		1.2 ms

  





  

    		2023-04-09 09:59:31.129893

    		0.1 ms

  





  

    		2023-04-09 10:59:34.515722

    		3.1 ms

  





  

    		2023-04-09 11:59:37.200878

    		2.5 ms

  





  

    		2023-04-09 12:59:40.126996

    		0.0 ms

  





  

    		2023-04-09 13:59:43.031875

    		-0.2 ms

  





  

    		2023-04-09 14:59:46.161744

    		0.8 ms

  





  

    		2023-04-09 15:59:47.598992

    		0.3 ms

  





  

    		2023-04-09 16:59:49.269785

    		1.7 ms

  





  

    		2023-04-09 17:59:51.10599

    		0.5 ms

  





  

    		2023-04-09 18:59:52.899421

    		0.3 ms

  





  

    		2023-04-09 19:59:55.727606

    		0.5 ms

  





  

    		2023-04-09 20:59:59.632503

    		-2.1 ms

  





  

    		2023-04-09 22:00:02.878598

    		-1.1 ms

  





  

    		2023-04-09 23:00:05.398588

    		-0.7 ms

  





  

    		2023-04-10 00:00:06.907806

    		0.4 ms

  





  

    		2023-04-10 01:00:08.396561

    		0.4 ms

  





  

    		2023-04-10 02:00:10.579229

    		1.1 ms

  





  

    		2023-04-10 03:00:13.102548

    		0.3 ms

  





  

    		2023-04-10 04:00:14.635482

    		-0.2 ms

  





  

    		2023-04-10 05:00:17.305767

    		-0.1 ms

  





  

    		2023-04-10 06:00:19.355699

    		-0.7 ms

  





  

    		2023-04-10 07:00:21.511169

    		-0.2 ms

  





  

    		2023-04-10 08:00:24.755173

    		-0.1 ms

  





  

    		2023-04-10 09:00:27.680199

    		0.1 ms

  





  

    		2023-04-10 10:00:30.234026

    		1.2 ms

  





  

    		2023-04-10 11:00:31.919191

    		-0.2 ms

  





  

    		2023-04-10 12:00:33.56266

    		0.2 ms

  





  

    		2023-04-10 13:00:36.549945

    		0.9 ms

  





  

    		2023-04-10 14:00:38.738892

    		0.1 ms

  





  

    		2023-04-10 15:00:40.723488

    		0.8 ms

  





  

    		2023-04-10 16:00:44.160544

    		-1.2 ms

  





  

    		2023-04-10 17:00:45.752706

    		0.0 ms

  





  

    		2023-04-10 18:00:47.406291

    		0.2 ms

  





  

    		2023-04-10 19:00:49.96952

    		-0.8 ms

  





  

    		2023-04-10 20:00:53.87316

    		0.0 ms

  





  

    		2023-04-10 21:00:55.368098

    		0.0 ms

  





  

    		2023-04-10 22:00:56.936674

    		0.8 ms

  





  

    		2023-04-10 23:00:59.443922

    		-0.5 ms

  





  

    		2023-04-11 00:01:01.695771

    		-1.1 ms

  





  

    		2023-04-11 01:01:05.638877

    		-8.1 ms

  





  

    		2023-04-11 02:01:08.216229

    		-2.2 ms

  





  

    		2023-04-11 03:01:09.809959

    		-7.2 ms

  





  

    		2023-04-11 04:01:13.51438

    		-7.0 ms

  





  

    		2023-04-11 05:01:16.623704

    		-0.9 ms

  





  

    		2023-04-11 06:01:18.300688

    		0.0 ms

  





  

    		2023-04-11 07:01:20.639172

    		0.9 ms

  





  

    		2023-04-11 08:01:22.129525

    		3.7 ms

  





  

    		2023-04-11 09:01:23.752069

    		0.7 ms

  





  

    		2023-04-11 10:01:25.644432

    		0.1 ms

  





  

    		2023-04-11 11:01:27.174979

    		1.2 ms

  





  

    		2023-04-11 12:01:28.817817

    		0.1 ms

  





  

    		2023-04-11 13:01:30.784351

    		1.6 ms

  





  

    		2023-04-11 14:01:32.351396

    		0.5 ms

  





  

    		2023-04-11 15:01:34.64683

    		-0.4 ms

  





  

    		2023-04-11 16:01:37.675126

    		0.9 ms

  





  

    		2023-04-11 17:01:39.157197

    		1.8 ms

  





  

    		2023-04-11 18:01:42.108057

    		1.4 ms

  





  

    		2023-04-11 19:01:43.657856

    		0.6 ms

  





  

    		2023-04-11 20:01:45.401415

    		-0.9 ms

  





  

    		2023-04-11 21:01:48.389615

    		-1.8 ms

  





  

    		2023-04-11 22:01:51.712424

    		-1.9 ms

  





  

    		2023-04-11 23:01:55.45895

    		-1.8 ms

  





  

    		2023-04-12 00:01:59.290508

    		-1.2 ms

  





  

    		2023-04-12 01:02:01.443462

    		-0.1 ms

  





  

    		2023-04-12 02:02:04.32421

    		0.7 ms

  





  

    		2023-04-12 03:02:07.357289

    		0.4 ms

  





  

    		2023-04-12 04:02:09.552404

    		0.6 ms

  





  

    		2023-04-12 05:02:11.960698

    		0.1 ms

  





  

    		2023-04-12 06:02:13.81633

    		-0.6 ms

  





  

    		2023-04-12 07:02:16.449069

    		0.5 ms

  





  

    		2023-04-12 08:02:18.840017

    		1.5 ms

  





  

    		2023-04-12 09:02:20.755862

    		0.5 ms

  





  

    		2023-04-12 10:02:22.261366

    		-0.2 ms

  





  

    		2023-04-12 11:02:24.25328

    		-0.9 ms

  





  

    		2023-04-12 12:02:25.849443

    		-0.1 ms

  





  

    		2023-04-12 13:02:27.45218

    		1.4 ms

  





  

    		2023-04-12 14:02:29.10877

    		2.6 ms

  





  

    		2023-04-12 15:02:30.783095

    		2.0 ms

  





  

    		2023-04-12 16:02:33.031322

    		0.6 ms

  





  

    		2023-04-12 17:02:35.98166

    		0.5 ms

  





  

    		2023-04-12 18:02:37.554668

    		-0.1 ms

  





  

    		2023-04-12 19:02:39.850654

    		-1.0 ms

  





  

    		2023-04-12 20:02:41.260261

    		-0.1 ms

  





  

    		2023-04-12 21:02:43.07074

    		-0.7 ms

  





  

    		2023-04-12 22:02:45.865105

    		-0.5 ms

  





  

    		2023-04-12 23:02:49.44551

    		-0.3 ms

  





  

    		2023-04-13 00:02:52.448633

    		-0.6 ms

  





  

    		2023-04-13 01:02:54.053535

    		-1.1 ms

  





  

    		2023-04-13 02:02:56.879793

    		-0.8 ms

  





  

    		2023-04-13 03:03:00.060133

    		-0.9 ms

  





  

    		2023-04-13 04:03:02.918826

    		-0.4 ms

  





  

    		2023-04-13 05:03:06.755841

    		-0.8 ms

  





  

    		2023-04-13 06:03:09.956122

    		-0.3 ms

  





  

    		2023-04-13 07:03:13.407763

    		-0.3 ms

  





  

    		2023-04-13 08:03:15.454891

    		-1.2 ms

  





  

    		2023-04-13 09:03:17.015795

    		-0.2 ms

  





  

    		2023-04-13 10:03:18.512412

    		0.9 ms

  





  

    		2023-04-13 11:03:19.909082

    		1.0 ms

  





  

    		2023-04-13 12:03:22.445422

    		2.3 ms

  





  

    		2023-04-13 13:03:24.203431

    		3.1 ms

  





  

    		2023-04-13 14:03:26.30076

    		3.1 ms

  





  

    		2023-04-13 15:03:28.645558

    		0.3 ms

  





  

    		2023-04-13 16:03:30.362506

    		-0.4 ms

  





  

    		2023-04-13 17:03:32.643801

    		-1.9 ms

  





  

    		2023-04-13 18:03:35.150141

    		-1.1 ms

  





  

    		2023-04-13 19:03:36.702546

    		-0.7 ms

  





  

    		2023-04-13 20:03:39.593987

    		-0.9 ms

  





  

    		2023-04-13 21:03:43.043168

    		-0.8 ms

  





  

    		2023-04-13 22:03:44.574883

    		-0.2 ms

  





  

    		2023-04-13 23:03:47.250319

    		-4.6 ms

  





  

    		2023-04-14 00:03:50.870203

    		-2.8 ms

  





  

    		2023-04-14 01:03:53.964338

    		-1.1 ms

  





  

    		2023-04-14 02:03:57.75094

    		-0.9 ms

  





  

    		2023-04-14 03:04:01.285636

    		0.2 ms

  





  

    		2023-04-14 04:04:04.766869

    		-0.2 ms

  





  

    		2023-04-14 05:04:08.600618

    		-0.8 ms

  





  

    		2023-04-14 06:04:10.061169

    		-1.7 ms

  





  

    		2023-04-14 07:04:13.642105

    		-1.1 ms

  





  

    		2023-04-14 08:04:17.132925

    		-0.4 ms

  





  

    		2023-04-14 09:04:20.831286

    		0.9 ms

  





  

    		2023-04-14 10:04:23.810136

    		1.7 ms

  





  

    		2023-04-14 11:04:26.146014

    		2.1 ms

  





  

    		2023-04-14 12:04:28.439538

    		0.4 ms

  





  

    		2023-04-14 13:04:29.971275

    		0.8 ms

  





  

    		2023-04-14 14:04:31.924486

    		1.2 ms

  





  

    		2023-04-14 15:04:33.324448

    		0.8 ms

  





  

    		2023-04-14 16:04:34.901681

    		2.9 ms

  





  

    		2023-04-14 17:04:37.395748

    		-0.3 ms

  





  

    		2023-04-14 18:04:39.882109

    		-0.6 ms

  





  

    		2023-04-14 19:04:43.379828

    		-0.1 ms

  





  

    		2023-04-14 20:04:46.347146

    		0.2 ms

  





  

    		2023-04-14 21:04:49.479065

    		0.2 ms

  





  

    		2023-04-14 22:04:52.987651

    		-1.8 ms

  





  

    		2023-04-14 23:04:55.838858

    		-2.4 ms

  





  

    		2023-04-15 00:04:58.106594

    		-1.5 ms

  





  

    		2023-04-15 01:05:01.530549

    		-1.6 ms

  





  

    		2023-04-15 02:05:04.19936

    		-1.9 ms

  





  

    		2023-04-15 03:05:07.297925

    		0.0 ms

  





  

    		2023-04-15 04:05:10.476772

    		1.1 ms

  





  

    		2023-04-15 05:45:14.215094

    		0.4 ms

  





  

    		2023-04-15 06:50:28.856537

    		2.0 ms

  





  

    		2023-04-15 07:50:30.244565

    		1.0 ms

  





  

    		2023-04-15 08:50:32.65341

    		1.2 ms

  





  

    		2023-04-15 09:50:35.767782

    		1.0 ms

  





  

    		2023-04-15 10:50:37.630934

    		0.6 ms

  





  

    		2023-04-15 11:50:39.824014

    		1.4 ms

  





  

    		2023-04-15 12:50:41.457854

    		1.3 ms

  





  

    		2023-04-15 13:50:44.063664

    		0.3 ms

  





  

    		2023-04-15 14:50:45.460516

    		-1.5 ms

  





  

    		2023-04-15 15:50:47.172753

    		0.0 ms

  





  

    		2023-04-15 16:50:48.71266

    		-0.1 ms

  





  

    		2023-04-15 17:50:50.819037

    		-0.6 ms

  





  

    		2023-04-15 18:50:52.4034

    		0.6 ms

  





  

    		2023-04-15 19:50:55.887146

    		0.4 ms

  





  

    		2023-04-15 20:50:59.749843

    		-0.5 ms

  





  

    		2023-04-15 21:51:03.063115

    		0.4 ms

  





  

    		2023-04-15 22:51:05.49693

    		0.6 ms

  





  

    		2023-04-15 23:51:09.167265

    		0.3 ms

  





  

    		2023-04-16 00:51:11.387846

    		-0.3 ms

  





  

    		2023-04-16 01:51:14.000612

    		-0.6 ms

  





  

    		2023-04-16 02:51:17.21642

    		0.3 ms

  





  

    		2023-04-16 03:51:20.342194

    		0.9 ms

  





  

    		2023-04-16 04:51:23.414937

    		0.3 ms

  





  

    		2023-04-16 05:51:26.213667

    		-0.2 ms

  





  

    		2023-04-16 06:51:29.6501

    		1.7 ms

  





  

    		2023-04-16 07:51:33.245376

    		4.5 ms

  





  

    		2023-04-16 08:51:36.377127

    		1.6 ms

  





  

    		2023-04-16 09:51:39.309739

    		0.4 ms

  





  

    		2023-04-16 10:51:40.92474

    		0.2 ms

  





  

    		2023-04-16 11:51:42.531235

    		0.8 ms

  





  

    		2023-04-16 12:51:45.015556

    		2.4 ms

  





  

    		2023-04-16 13:51:47.570578

    		1.2 ms

  





  

    		2023-04-16 14:51:48.964365

    		-0.6 ms

  





  

    		2023-04-16 15:51:51.082919

    		-0.9 ms

  





  

    		2023-04-16 16:51:52.526368

    		-0.5 ms

  





  

    		2023-04-16 17:51:53.991317

    		-2.0 ms

  





  

    		2023-04-16 18:51:56.452796

    		-1.4 ms

  





  

    		2023-04-16 19:51:59.344582

    		-2.8 ms

  





  

    		2023-04-16 20:52:02.772308

    		-1.8 ms

  





  

    		2023-04-16 21:52:06.083063

    		-1.8 ms

  





  

    		2023-04-16 22:52:09.015427

    		0.3 ms

  





  

    		2023-04-16 23:52:12.21753

    		0.0 ms

  





  

    		2023-04-17 00:52:15.057224

    		-4.5 ms

  





  

    		2023-04-17 01:52:17.959411

    		-6.2 ms

  





  

    		2023-04-17 02:52:20.894043

    		-4.4 ms

  





  

    		2023-04-17 03:52:24.505905

    		-2.2 ms

  





  

    		2023-04-17 04:52:27.835248

    		2.8 ms

  





  

    		2023-04-17 05:52:30.908944

    		-1.1 ms

  





  

    		2023-04-17 06:52:32.487913

    		1.0 ms

  





  

    		2023-04-17 07:52:34.739865

    		0.3 ms

  





  

    		2023-04-17 08:52:36.316084

    		0.9 ms

  





  

    		2023-04-17 09:52:38.037483

    		1.1 ms

  





  

    		2023-04-17 10:52:39.812773

    		1.6 ms

  





  

    		2023-04-17 11:52:41.264769

    		-1.1 ms

  





  

    		2023-04-17 12:52:43.193682

    		2.3 ms

  





  

    		2023-04-17 13:52:44.713522

    		1.5 ms

  





  

    		2023-04-17 14:52:47.031332

    		0.8 ms

  





  

    		2023-04-17 15:52:48.6213

    		-0.2 ms

  





  

    		2023-04-17 16:52:51.288446

    		-0.9 ms

  





  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-04-27 07:16:22.525 UTC

    		83.226.74.62

    		Per-Martin Sternevi (PS1) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-27 07:16:33.568 UTC

    		83.226.74.62

    		Per-Martin Sternevi (PS1) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-13 17:42:25 UTC.

  

  

    		2023-04-27 07:43:58.18 UTC

    		94.234.97.142

    		Hampe Klein (HK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-27 07:45:02.295 UTC

    		94.234.97.142

    		Hampe Klein (HK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-13 17:42:25 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



